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—— Abstract

We introduce a formal language for specifying dynamic updates for Software Defined Networks.
Our language builds upon Network Kleene Algebra with Tests (NetKAT) and adds constructs for
synchronisations and multi-packet behaviour to capture the interaction between the control- and

data-plane in dynamic updates. We provide a sound and ground-complete axiomatization of our
language. We exploit the equational theory to provide an efficient reasoning method about safety
properties for dynamic networks. We implement our equational theory in DyNetiKAT — a tool
prototype, based on the Maude Rewriting Logic and the NetKAT tool, and apply it to a case study.
We show that we can analyse the case study for networks with hundreds of switches using our initial
tool prototype.
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1 Introduction

Software defined networking (SDN) has gained immense popularity due to simplicity in
network management and offering network programmability. Many programming languages
have been designed for programming SDNs [25, 15]. They range from industrial-scale,
hardware-oriented and low-level programming languages such as OpenFlow [18] to domain-
specific, high-level and programmer-centric languages such as Frenetic [10]. In recent years,
there has been a growing interest in analysable languages based on mathematical foundations
which provide a solid reasoning framework to prove correctness properties in SDNs (e.g.,
safety).

There is a spectrum of mathematically inspired network programming languages that
varies between those with a small number of language constructs and those with expressive
language design which allow them to support more networking features. On the more
expressive side of the spectrum, Flowlog [20] is an example of a language that uses a powerful
formalism (first-order Horn clause logic) to program a Software Defined Network (SDN). In
order to keep the language decidable, Flowlog disallows recursion in the clauses. For the
purpose of formal analysis of a Flowlog program, the authors of [20] provide a translator
to the Alloy tool. As another example of an expressive language, Kinetic [14] is a language
based on finite state machines that is mostly geared towards dynamic feature of SDNs. Model
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checking is used to formally analyse the Kinetic programs. NetKAT [2, 9] is an example of
a minimalist language based on Kleene algebra with tests that has a sound and complete
equational theory. While the core of the language is very simple with a few number of
operators, the language has been extended in various ways to support different aspects
of networking such as congestion control [8], history-based routing [5] and higher-order
functions [26].

Our starting point is NetKAT, because it provides a clean and analyseable framework
for specifying SDNs. The minimalist design of NetKAT does not cater for some common
(failure) patterns in SDNs, particularly those arising from dynamic reconfiguration and the
interaction between the data- and control-plane flows. In [16], the authors have proposed
an extension to NetKAT to support stateful network updates. The extension embraces the
notion of mutable state in the language which is in contrast to its pure functional nature.
The purpose of this paper is to propose an extension to NetKAT to support dynamic and
stateful behaviours. To this end, we pledge to keep the minimalist design of NetKAT with
adding only a few number of new operators. Furthermore, our extension does not contradict
the nature of the language.

A number of concurrent extensions of NetKAT have been introduced to date [22, 27, 13].
These extensions followed different design decisions than the present paper and a comparison
of their approaches with ours is provided in Section 2; however, the most important difference
lies in the fact that inspired by earlier abstractions in this domain [21], we were committed to
create different layers for data-plane flows and dynamic updates such that every data-plane
packet observes a single set of flow tables through its flight through the network. This allowed
us, unlike the earlier approaches, to build a layer on top of NetKAT without modifying its
semantics.

1.1 Running Examples

Throughout the paper, we focus on modelling with DyNetKAT two examples that involve
dynamically updating the network configuration. In the first example, stateful firewall, the
data-plane initiates the update by allowing a disallowed path in the network as a result of
requests received from the trusted intranet. In the second, distributed controller, the control-
plane initiates the update by modifying the forwarding route of a packet in a multi-controller
setting.

» Example 1. A firewall is supposed to protect the intranet of an organization from
unauthorised access from the Internet. However, due to certain requests from the intranet, it
should be able to open up connections from the Internet to intranet. An example is when
a user within the intranet requests a secure connection to a node on the Internet; in that
case, the response from the node should be allowed to enter the intranet. The behaviour
of updating the flow tables with respects to some events in the network such as receiving a
specific packet is a challenging phenomenon for languages such as NetKAT.

Figure 1 shows a simplified version of the stateful firewall network. In this version, the
Switch does not allow any packet from the port ezt to int at the beginning. When the Host
sends a request to the Switch it opens up the connection.

» Example 2. Another running example concerns a well-known challenge in SDNs, namely,
race conditions resulting from dynamic updates of flow-tables and in-flight packets [17, 24].
Below we specify a typical scenario for such race conditions; similar scenarios concerning
actual bugs are abundant in the literature [24, 11, 12].
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Figure 1 Stateful Firewall

Consider the network topology depicted in Figure 2. The controller C1 controls the top
part of the network (switches S1, S3 and S5) and the controller C2 is responsible for the
bottom part. Initially, the packets from H1, which enter the network through switch S1
(port 2), should be routed through switches S5 (through ports 6 and 7), S6 (through ports
8 and 10) and finally port 12 of switch S2, to reach H2. Due to an event, the controllers
have to take down the previous route, and to install a new route in the network that routes
packets from H3 through S3 (ports 1 to 3), S5 (through ports 5 to 7), S6 (ports 8 to 9) to
switch S4 (port 11) to finally reach H4. It is an important security property that the traffic
in these two routes should not mix. In particular, it will be serious breach if packets from
H1 arrive at H4 or vice versa, packets from H3 arrive at H2.

Figure 2 Race Condition in a Distributed Controller

1.2 Qur Contributions

The contributions of this paper are summarized as follows:

we define the syntax and operational semantics of a dynamic extension of NetKAT that
allows for modelling and reasoning about control-plane updates and their interaction
with data-plane flows;

we give a sound and ground-complete axiomatization of our languages; and

we devise analysis methods for reasoning about flow properties using our axiomatization,
apply them on examples from the domain and gather and analyze evidence of applicability
and efficiency for our approach.

1.3 Structure of Paper

In Section 2, we provide a brief overview of NetKAT, review our design decision and
introduce the syntax and operational semantics of DyNetKAT. In Section 3, we investigate
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some semantic properties of DyNetKAT by defining a notion of behavioural equivalence and
providing a sound and ground-complete axiomatization. We exploit this axiomatization in
Section 4 in an analysis method. We implement and apply our analysis method in Section 5
on a case study and report about its scalability on large examples with hundreds of switches.
We conclude the paper and present some avenues for future work in Section 6.

2 Language Design

In what follows, we provide a brief overview of the NetKAT syntax and semantics [2]. Then,
we motivate our language design decisions, we introduce the syntax of DyNetKAT and its
underlying semantics, and provide the corresponding encoding of our running examples
presented in Section 1.1.

2.1 Brief Overview of NetKAT

We proceed by first introducing some basic notions that are used throughout the paper.

» Definition 1 (Network Packets.). Let F' = {fi,..., fn} be a set of field names f; with
i€{1,...n}. We call network packet a function in F — N that maps field names in F to
values in N. We use o,0’ to range over network packets. We write, for instance, o(f;) = v;
to denote a test checking whether the value of f; in o is v;. Furthermore, we write o[f; := n;]
to denote the assignment of f; to v; in o.

A (possibly empty) list of packets is formally defined as a function from natural numbers
to packets, where the natural number in the domain denotes the position of the packet in the
list such that the domain of the function forms an interval starting from 0.

The empty list is denoted by () and is formally defined as the empty function (the function
with the empty set as its domain). Let o be a packet and | be a list, then o :: 1 is the list I’ in
which o is at position 0 in l', i.e., I'(0) = o, and U'(i + 1) = I(), for all i in the domain of .

In Figure 3, we recall the NetKAT syntax and semantics [2].
NetKAT Syntax:
Pr == O0|1|Pr+Pr|Pr-Pr|-Pr
N = Pr|f«n|N+N|N-N|N*|dup

NetKAT Semantics:

[1)(r) = {h} [p-al (h) = ([p] e [a]) (R)
[0](h) = {}{ : " T () 2 UeyF' (h)
N o:h} ifo(f)=n o (h) £ {h}
[f =] (o::h) 0O otherwise Ft(h) 2 (qp}].Ff) (h)
[-al (h) = {h}\ [al (h) (foeg)z) = Ulow) |ye f(x)}
[f < n] (o:h) = {o[f :=n]:h} [dup] (o::h) = {o::(o::h)}
[p+dl (h) = [p] (h)Uldl (h)

Figure 3 NetKAT: Syntax and Semantics [2]

The predicate for dropping a packet is denoted by 0, while passing on a packet (without
any modification) is denoted by 1. The predicate checking whether the field f of a packet
has value n is denoted by (f = n); if the predicate fails on the current packet it results
on dropping the packet, otherwise it will pass the packet on. Disjunction and conjunction
between predicates are denoted by Pr + Pr and Pr - Pr, respectively. Negation is denoted
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by —Pr. Predicates are the basic building blocks of NetKAT policies and hence, a predicate
is a policy by definition. The policy that modifies the field f of the current packet to take
value n is denoted by (f < n). A multicast behaviour of policies is denoted by N + N, while
sequencing policies (to be applied on the same packet) are denoted by N - N. The repeated
application of a policy is encoded as N*. The construct dup simply makes a copy of the
current network packet.

In [2], lists of packets are referred to as histories. Let H stand for the set of packet
histories, and P(H) denote the powerset of H. More formally, the denotational semantics
of NetKAT policies is inductively defined via the semantic map [-]: N — (H — P(H)) in
Figure 3, where N stands for the set of NetKAT policies, h € H is a packet history, a € Pr
denotes a NetKAT predicate and o € F' — N is a network packet.

For a reminder, the equational axioms of NetKAT, denoted by Eng, are provided in
Figure 4. Epg includes the Kleene Algebra axioms (KA-...), Boolean Algebra axioms
(BA-...) and Packet Algebra axioms (PA-...). The novelty is the set of PA-axioms. In short,
PA-MOD-MOD-COMM states that the order in which two different packet fields are assigned
does not matter. PA-MOD-FILTER-COMM encodes a similar property, for the case of a
field assignment followed by a test of a different field’s value. PA-MOD-FILTER ignores
the test of a field preceded by an assignment of the same value to the field. Orthogonaly,
PA-FILTER-MOD ignores a field assignment preceded by a test against the assigned value.
PA-MOD-MOD states that a sequence of assignments to the same field only takes into
consideration the last assignment. PA-CONTRA encodes the fact that a field cannot have
two different values at the same point. PA-MATCH-ALL identifies the policy accepting
all the packets with the sum of all possible tests of a field’s value. Intuitively, PA-DUP-
FILTER-COMM states that adding the current packet to the history is independent of
tests.

p+(¢g+r)=(p+q)+r KA-PLUS-ASSOC a+(b-c)=(a+b)-(a+c) BA-PLUS-DIST
p+qg=q+p KA-PLUS-COMM a+1=1 BA-PLUS-ONE
p+0=p KA-PLUS-ZERO at+-a=1 BA-EXCL-MID
p+p=p KA-PLUS-IDEM a-b=b-a BA-SEQ-COMM
p-(g-r)=(p-q) -r KA-SEQ-ASSOC a-—a=0 BA-CONTRA
1-p=p KA-ONE-SEQ a-a=a BA-SEQ-IDEM
p-1=p KA-SEQ-ONE
p-(g+r)=p-q+p-7 KASEQDIST-L | f<+n-f «<n'=f«n- f<n,if f#f PA-MOD-MOD-COMM
(p+q)-7=p-r7+q-r KASEQDIST-R | f<+n-f =n'=f=n-f«n,if f#f  PA-MOD-FILTER-COMM
0-p=0 KA-ZERO-SEQ dup- f=n=f=n-dup PA-DUP-FILTER-COMM
p-0=0 KA-ZERO-SEQ fen-f=n=f<n PA-MOD-FILTER
1+p-p*=p* KA-UNROLL-L f=n-fen=f=n PA-FILTER-MOD
1+p*-p=p* KA-UNROLL-R femn-fen'=fn PA-MOD-MOD
g+p-r<r=p“-q<r  KA-LFP-L f=n-f=n'"=0,ifn#n' PA-CONTRA
p+q-r<g=p-r"<gq KA-LFP-R Nif=i=1 PA-MATCH-ALL

Figure 4 Eng: NetKAT Equational Axioms [2]

2.2 Design Decisions

Our main motivation behind DyNetKAT was to have a minimalistic language that can model
control-plane and data-plane network traffic and their interaction. Our choice for a minimal
language is motivated by our desire to use our language as a basis for scalable analysis. We
would like to be able to compile major practical languages into ours. Our minimal design
helps us reuse much of the well-known scalable analysis techniques. Regarding its modelling
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capabilities, we are interested in modelling the stateful and dynamic behaviour of networks
emerging from these interactions. We would like to be able to model control messages,
connections between controllers and switches, data packets, links among switches, and model
and analyse their interaction in a seamless manner.

Based on these motivations, we started off with NetKAT as a fundamental and minimal
network programming language, which allows us to model the basic policies governing the
network traffic. The choice of NetKAT, in addition to its minimalist nature, is motivated
by its rigorous semantics and equational theory, and the existing techniques and tools for
its analysis. This motivated our next design constraint, namely, to build upon NetKAT in
a hierarchical manner and without redefining its semantics. This constraint should not be
taken lightly as the challenges in the recent concurrent extensions of NetKAT demonstrated
[22, 27, 13]. We will elaborate on this point, in the presentation of our syntax and semantics.
We could achieve this thanks to the abstractions introduced in the domain [21] that allowed
for a neat layering of data-plane and control-plan flows such that every data-plane flow sees
one set of flow-tables in its flight through the network.

We then introduced few extensions and modifications to cater for the phenomena we
desired to model in our extension regarding control-plane and dynamic and stateful behaviour:

Synchronization: we introduced a basic mechanism of handshake synchronization with
the possibility of communicating a network program (a flow table). This construct allows
for capturing the dynamicity and interaction between the control and data planes.
Guarded recursion: we introduced the concept of recursion to model the (persistent)
dynamic changes that result from control messages and stateful behaviour; in other
words, recursion is used to model the new state of the flow tables. An alternative
modelling construct could have been using “global” variables and guards, but we preferred
recursion due to its neat algebraic representation. We restricted the use of recursion
to guarded recursion, that is a policy should be applied before changing state to a new
recursive definition, in order to remain within a decidable and analyse-able realm. A
natural extension of our framework could introduce formal parameters and parameterised
recursive variables; this future extension is orthogonal to our existing extensions and in
this paper, we go for a minimal extension in which the parameters are coded in variable
names.

Multi-packet semantics: we introduce the semantics of treating a list of packets, which is
essential for studying the interaction between control- and data plane packets. This is in
contrast with NetKAT where a single-packet semantics is introduced. The introduction
of multi-packet semantics also called for a new operator to denote the end of applying a
flow-table to the current packet and proceeding with the next packet (possibly with the
modified flow-table in place). This is our new sequential composition operator, denoted
by “;”.

2.3 DyNetKAT Syntax

i

As already mentioned, NetKAT provides the possibility of recording the individual “hops’
that packets take as they go through the network by using the so-called dup construct. The
latter keeps track of the state of the packet at each intermediate hop. As a brief reminder of
the approach in [2]: assume a NetKAT switch policy p and a topology ¢, together with an
ingress in and an egress out. Checking whether out is reachable from in reduces to checking:
in-dup- (p-t-dup)* - out # 0 (see Definition 2 and Theorem 4 in [2]). Furthermore, as shown
in [9], dup plays a crucial role in devising the NetKAT language semantics in a coalgebraic
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fashion, via Brzozowski-like derivatives on top of NetKAT coalgebras (or NetKAT automata)
corresponding to NetKAT expressions.

We decided to depart from NetKAT in this respect, due to our important constraint not
to redefine the NetKAT semantics: the dup expression allows for observable intermediate
steps that result from incomplete application of flow-tables and in concurrency scenarios, the
same data packet may become subject to more than one flow table due to the concurrent
interactions with the control plain. For this semantics to be compositional, one needs to
define a small step operational semantics in such a way that the small steps in predicate
evaluation also become visible (see our past work on compositionality of SOS with data on
such constraints [19]). This will first break our constrain in building upon NetKAT semantics
and secondly, due to the huge number of possible interleavings, make the resulting state-space
intractable for analysis.

In addition to the argumentation above, note that similarly to the approach in [2], we work
with packet fields ranging over finite domains. Consequently, our analyses can be formulated
in terms of reachability properties, further verifiable by means of dup-free expressions of
shape: in - (p-t)* - out # 0. Hence, we chose to define DyNetKAT synchronization, guarded
recursion and multi-packet semantics on top of the dup-free fragment of NetKAT, denoted
by NetKAT~4vP,

The syntax of DyNetKAT is defined on top of the dup-free fragment of NetKAT as:

N = NetKAT 9w
D u= L|N;D|2?N;D|zIN;:D|D||D|D&D|X (1)
X2D

We sometimes write p € NetKAT, p € NetKAT 4P or, respectively, p € DyNetKAT in
order to refer to a NetKAT, NetKAT 9P or, respectively, DyNetKAT policy p.

The DyNetKAT-specific constructs are as follows. By L we denote a dummy policy
without behaviour. Our new sequential composition operator, denoted by N ; D, specifies
when the NetKAT~4uP policy N applicable to the current packet has come to a successful
end and, thus, the packet can be transmitted further and the next packet can be fetched for
processing according to the rest of the policy D.

Communication in DyNetKAT, encoded via x!N; D and x?N; D, consists of two steps. In
duP 5licies through channel z are denoted by
!N, and z?N. Intuitively, these correspond to updating the current network configuration

the first place, sending and receiving Net KAT ™

according to V. Secondly, as soon as the sending or receiving messages are successfully com-
municated, a new packet is fetched and processed according to D. The parallel composition
of two DyNetKAT policies (to enable synchronization) is denoted by D || D.

As it will become clearer in Section 2.4 (semantics), communication in DyNetKAT
guarantees preservation of well-defined behaviours when transitioning between network
configurations. This corresponds to the so-called per-packet consistency in [21], and it
guarantees that every packet traversing the network is processed according to exactly one
NetKAT 9P policy.

Non-deterministic choice of DyNetKAT policies is denoted by D @& D. For a non-
determinstic choice over a finite domain P, we use the syntactic sugar @,cpP’, where p
appears as “bound variable” in P’; this is interpreted as a sum of finite summand by replacing
the variable p with all its possible values in P.

Finally, one can use recursive variables X in the specification of DyNetKAT policies,
where each recursive variable should have a unique defining equation X £ D.
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For the simplicity of notation, we do not explicitly specify the trailing “; L” in our policy
specifications, whenever clear from the context.

In Figure 5 we provide the DyNetKAT formalization of the firewall in Example 1. In the
DyNetKAT encoding, we use the message channel secConReq to open up the connection and
secConEnd to close it. We model the behavior of the switch using the two programs Switch
and Switch'.

>

Host secConReq!1; Host®

secConEnd!1 ; Host

Switch = ((port = int) - (port + ewt)) ; Switche®
((port = ext) - 0) ; Switche®
secConReq?1 ; Switch’

Switch’ £ ((port = int) - (port < ext)) ; Switch'®
((port = ewt) - (port < int)) ; Switch'®
secConEnd?1 ; Switch

Init 2 Host || Switch
Figure 5 Stateful Firewall in DyNetKAT

In Figure 6 we provide the DyNetKAT formalization of the distributed controllers in
Example 2. In the code in Figure 6 the controllers work independently to update the network
(which can lead to security breach). The specification SwitchX ¢, is a generic specification
for the behaviour of all switches in this example; the domain of P in this example is the set
of all 5 policies that are being communicated, such as 0, ((port = 11) - (port < 13)), and
((port = 5) - (port < 7)).

However, in the code in Figure 7 the controllers synchronise before updating the rest of
the switches.

2.4 DyNetKAT Semantics

The operational semantics of DyNetKAT in Figure 8 is provided over configurations of
shape (d, H, H'), where d stands for the current DyNetKAT policy, H is the list of pack-
ets to be processed by the network according to d and H' is the list of packets handled
successfully by the network. The rule labels v range over pairs of packets (o,¢’) or
communication /reconfiguration-like actions of shape z!q, £7¢ or rcfg(x,q), depending on
the context.

Note that the DyNetKAT semantics is devised in a “layered” fashion. Rule (cpoli;)
in Figure 8 is the base rule that makes the transition between the NetKAT denotations
and DyNetKAT operations. More precisely, whenever ¢’ is a packet resulted from the
successful evaluation of a NetKAT policy p on o, a (o, c’)-labelled step is observed at the
level of DyNetKAT. This transition applies whenever the current configuration encapsulates
a DyNetKAT policy of shape p; ¢ and a list of packets to be processed starting with o. The
resulting configuration continues with evaluating g on the next packet in the list, while o’ is
marked as successfully handled by the network.
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L 2 (((port = 3) - (port < 5))+
((port = 4) - (port <+ 6))+
((port =7) - (port <+ 8))+
((port = 9) - (port < 11))+
((port = 10) - (port «+ 12))+
((port = 13) - (port «+ 15))+
((port = 14) - (port < 16)))

A
1 = =2)-

S (port = 2) - (port + 4)

So £ (port = 12) - (port < 14)

S3 £ 0

Sy £ 0

Ss £ (port =6) - (port < 7)

Se 2 (port = 8) - (port + 10)

Sl)]\fxlw"x6 = ((Xl+...+X6)-L)*;SDNXI’H_’)%@
ZX;GFT UpS’L?XZI ] SDNXh.H,X;,.H,XG

fts 2 (port = 1) - (port + 3)

ft4 £ (port = 11) - (port < 13)

fts £ (port =5) - (port < 7)

fto 2 (port = 8) - (port < 9)

FT = {0, ft3, ft4, ft5, ft6 }

SDN £ SDNsg,...s611C1]| Co

Cy 2 upS10 || upS3!ft3 || upS5\fts

Cs 2 upS210 || upS4lfts || upS6\ft6

Figure 6 Distributed Controller in DyNetKAT: Independent Controllers

C; £ upSllo; Cy £ upS210;
synll; syn?l;
upS3!((port = 1) - (port < 3)); upS4!((port = 11) - (port < 13));
upS5!((port = 5) - (port < 7)) upS6!((port = 8) - (port + 9))

Figure 7 Distributed Controller in DyNetKAT: Synchronizing Controllers
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The remaining rules in Figure 8 define non-deterministic choice, synchronization and
recursion in the standard fashion.

Rules (cpol g) and (cpol g) define non-deterministic behaviours. Assume Hj is the
list of packets to be processed by the network according to p (respectively, ¢) and H} is the
list of packets handled successfully by the network. Whenever p (respectively, ¢) determines
a ~y-labelled transition into (p', Hy, Hj) (respectively, (¢’, Hy, Hy)), the policy p @ g is able to
mimic the same behaviour. Rules (cpol ||) and (cpol|, ) follow a similar pattern; the only
difference is that the “inactive” operand is preserved by the target of the semantic rule.

Mere sending (cpoly) and receiving (cpol;) entail transitions labelled accordingly, and
continue with the DyNetKAT policy following the ; operator. Note that the list of packets
to be processed by the network and the list of packets handled successfully by the network
remain unchanged.

DyNetKAT synchronization is defined by (cpoly?) and (cpols). Intuitively, when both
operands ¢ and, respectively, s “agree” on sending/receiving a policy p on channel x in the
context of the same packet lists H and H’, and behave like ¢’, respectively, s’ afterwards,
then a refg(x, p) step can be observed. The system proceeds with the continuation behaviour
d1ls.

As denoted by (cpolx), a recursive variable defined as X £ p behaves according to p.

In Figure 9 we depict a labelled transition system (LTS) encoding a possible behaviour of
the stateful firewall in Example 1. We assume the list of network packets to be processed
consists of a “safe” packet o; travelling from int to ext (i.e., o;(port) = int) followed by a
potentially “dangerous” packet o, travelling from ezt to int (i.e., o.(port) = ext). For the
simplicity of notation, in Figure 9 we write H for Host, S for Switch, S’ for Switch’, SCR
for secConReq and SCE for secConEnd. Note that o, can enter the network only if a secure

connection request was received. More precisely, the transition labelled (o, 0;) is preceded

by a transition labelled SCR?1 or rcfg(SCR,1): ng SCR™M, refg(SCR.1) ns (0e,04) ng.

In Figure 10 we depict an excerpt of the LTS corresponding to the distributed independent

controllers in Example 2, given a network packet denoted by os. In Figure 10 we write
o; to denote a network packet such that o;(port) = i. For instance, transitions of shape

o M) 7; encode forwarding of the current packet from port 2 to port i based on the

subsequent unfoldings of the Kleene-star expression in the definition of SDN x, .. x,. The

transition no M) n15 reveals a breach in the network corresponding to the possibility

of forwarding the current packet from H; to H,. This is possible due to two consecutive
reconfigurations of the flow tables of switches Sg and Sy, respectively, enabling traffic from
port 8 to 9, and from port 11 to 13.

3 Semantic Results

In this section we define bisimilarity of DyNetKAT policies, introduce some necessary
definitions and terminology, and provide a corresponding sound and complete axiomatization.

3.1 An Axiom System for DyNetKAT Bisimilarity
Bisimilarity of DyNetKAT terms is defined in the standard fashion:

» Definition 2 (Bisimilarity (~)). A symmetric relation R over DyNetKAT policies is a
bisimulation whenever for (p,q) € R the following holds:

If (p, Hy, Hy) 5 (', H}, HY) then exists ¢ s.t. (q,Hy, Hy) a2, (¢',H\, HY) and (v',4¢') € R,
with v ::= (0,0") | «?r | zlr | refg(x,r).
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(CpOl‘/ ) o' € [[p]](UO) (Cpol ) (p7 HOle) l> (p/7H(/J7Hi) X AL
g o 1) 7D = (X, Ho, Hy) 2 (p', Hy, HY)
(P»Q;U~H>H)—>(q,H,U H) y 110, 111 p, gy, 1
(Cpol @) (p7HOaH(/)) l) ( ”Hl,Hi) (Cp01® ) (q’ HO,H(/)) l> qlaHl,Hi)
~ ' (p®q,Ho, Hy) = (v, H1, H}) ~(p®q, Ho, Hy) = (¢, Hy, HY)
(cpol ) (p, Ho, Hp) = (¢, Hy, HY) (cpol ) (g, Ho, H) X (q/, H, HY)
a (p“q?HO?Hé) l> (p/”anl?H{) a (quaH07H[l)) l> (p”qlleaH{)
(cpol») ; N ; (cpoly) — /
(lpvanaH)—>(QaH7H) (xlpaquvH)H(quvH)

(cpoly?)

x

(¢ H H') 25 (¢ H,H') (s, H,H') 22 (s, H, H')

(qlls, H, H') “ECPL (g1||s' H, H)

(cpoly)

(¢, H H') =% (¢ H,H') (s, H,H') % (&', H,H)

(qlls, H, H') ZCPL (g1 H, H)

v = (0,0") | #lq [ 27q | refg(x, q)

Figure 8 DyNetKAT: Operational Semantics

We call bisimilarity the largest bisimulation relation.
Two policies p and q are bisimilar (p ~ q) if and only if there is a bisimulation relation

R such that (p,q) € R.

Semantic equivalence of NetK AT ~9uP

policies is preserved by DyNetKAT bisimilarity.

» Proposition 3 (Semantic Layering). Let p and ¢ be two NetKAT 4P policies. The following

holds:

[p] = lal iff (p; d) ~ (q; d)
for any DyNetKAT policy d.

Proof. The result follows directly according to the definition of bisimilarity and (cpoli;) in

Figure 8.

<

Next, we introduce the restriction operator d.(—) [1, 3], with £ a set of forbidden actions
ranging over 7z and !z as in (1). The semantics of d.(—) is:

(6) (p7H07H1> l> (p/7H(/)7Hi)

(5[2(17)7 HOa Hl) l> (615(17/)’ H(S?H{)

vEL (2)

:11
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SCE'1,SCR!1 CE'l,rcfg(SCE,I SCE'1,SCR!1

’ng c(H||S,0e:(), 06::() } SCRILrofa(SCR.L) {n3 S (H||S 0e::(), 0e::() ‘

(01,00) (7e:)

SCE,SCRI SCEILSCRI d na : (H||S', O, 0in0e::() ‘

() o

Q

’no (H||S, 0;::0, E

SCR!1,refg(SCR,1) 0%5

w

Q

o

SCE!1,rcfg(SCE,1) =
(H|)S o5::06::(), () ‘ ’n5 C(H||S, (), 050:06::() ‘

SCE,SCRI1 SCEN.SCR1

Figure 9 Stateful Firewall LTS

In practice, we use the restriction operator to force synchronous communication. For an
example, consider the synchronising controllers in Figure 7. Let £ be the set of restricted
actions ranging over elements of shape upS;?7X, upS;! X, syn?l and syn!l. The restricted
system 62 (SDNg1,... 56 || C1 || C2) ensures that: (1) traffic through S2 and S1 is first disabled
via reconfigurations refg(upS2, 0) and rcfg(upS1,0) and (2) the controllers acknowledge
this deactivation via a synchronization step refg(syn, 1) before installing further flow tables
for S4 and S6.

In the style of [3], we define a projection operator 7, (—) that, intuitively, captures the
first n steps of a DyNetKAT policy. Its formal semantics is:

- (p,Ho, Hy) = (p', Hj, HY) 3)
(Tnt1(p), Ho, Hy) = (ma(p'), Hp, HY)

As we shall later see, 7, (—) is crucial for defining the so-called “Approximation Induction
Principle” that enables reasoning about equivalence of recursive DyNetKAT specifications.

We further provide some additional ingredients needed to introduce the DyNetKAT axio-
matization in Figure 11. First, note that our notion of bisimilarity identifies synchronization
steps as in (cpoli?) and (cpols). At the axiomatization level, this requires introducing
corresponding constants refg, , defined as:

(refe, ,) T (4)
T

(refg, .;p, Ho, Hy) (p, Ho, H1)

Last, but not least, we introduce the left-merge operator (||) and the communication-
merge operator (|) utilised for axiomatizing parallel composition. Intuitively, a process of
shape p|lg behaves like p as a first step, and then continues as the parallel composition
between the remaining behaviour of p and ¢q. A process of shape p | ¢ forces the synchronous
communication between p and ¢ in a first step, and then continues as the parallel composition
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no : (SDN, 05::(), () |-+

(02701‘)

i € {2,6,8,12, 16} refg(upS6, fte)

(12 SDNs, 5.,5,,50,5.716 || C11|(upS210| | upSa! fta), 02:(), () |

’ﬁi :SDN, <>,0'j1:<>)‘

rcfg(upS4, ft4)

’ n2: SDN51,52,53,34,S5»ft6 H C1 ||(upS2'0)ﬂ 0—2::<>7 <>) ‘

(02,05)
je{2,6,811,15)

nj : SDNs, 85,85,54,55,ft6 || C1]|(upS2!0 || upS4lfts), (), 0;::())

Figure 10 Independent Controllers LTS (excerpt)
between the remaining behaviours of p and ¢q. The corresponding semantic rules are:

(I%Ho,Hl) (p H07H1)
(plla, Ho, H1)) = (¢ || q, H), HY)

v u=(0,0") | zlp | a?p | refg(x, p)

177“ :c
(" )(p,H JH') — (p',H,H")  (¢,H,H") — (¢, H,H") )
(p| g, H H') “EP) (|| ¢, H, )
(|.7)(p,H JHY) ED (o HOHYY (g HOHY) D (¢ HL HY)
refg(x,
(p| g H,H') “ER (|| ¢, H, 1)

From this point onward, we denote by DyNetKAT the extension with the operators in (2),
(3) and (4):

N = NetKAT dup

D, w= L|N;D|x?N;D.|z'N;D,|rcfg, x;D. | (6)
De|[De | De @ De | 6£(De) | mn(De) | Del De | De|De | X
XED,neN, L={c|c:u=a?N |zIN}

Bisimilarity is defined for DyNetKAT terms as in (6) in the natural fashion, according to the
operational semantics of the new operators in (2), (3) and (4).

» Lemma 3. DyNetKAT bisimilarity is a congruence.

Proof. The result follows from the fact that the semantic rules defined in this paper comply
to the congruence formats proposed in [19]. |

» Definition 4 (Complete Tests & Assignments [2]). Let F' = {f1,..., fn} be a set of fields
names with values in V;, for i € {1,...,n}. We call complete test (typically denoted by
a) an expression fi = vy ... fn = vy, withv; €V;, fori e {1,...,n}. We call complete
assignment (typically denoted by 7) an expression f1 < vy« ... fn < Un, with v; € V;, for
1 € {1,...,n}. We sometimes write a. in order to denote the complete test derived from

:13
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for p, g, € DyNetKAT and z,y € NetKAT ~9uP

for a =z | 27z | zlz | refg,, . for at = a7 | a7z | xlz | refg,
0:p=1 (A0) so(L)=1 (51)
(z+y);p=2;p®y;p (A1) dc(at;p)=at;oc(p) if at & £ ()
pBI=qdp (A2) Sc(at;p)=_Lifat € £ (6)
PO STr=pD (D7) (A3) Sc(p®q)=dc(p) ®oc(q) (0a)
POP=p (A4)
p®L=p (A5) forneN:
plla=qllp (A6) mo(p) =L (ITo)
pllL=p (A7) m(L)=1 (ITL)
plla=pla®qlp®p|q (A8) Tnt1(at;p) = at; mn(p) (IL;)
llp=1 (A9) Tn(p ® q) =7n(p) © mn(q) (Ile)
(a;p)llg=a;(pllq) (A10)
(@ glr=(plr) ® (allr) (A11) p=qifVn € N : mn(p) = ma(q) (AIP)
(x?2;p) | (x!z;q) =rcfg, , (2]l q) (A12)
rog|r=@lr)o(g|r) (A13) Enk
pleg=qlp (A14)
p| g=L [owise] (A15)

Figure 11 The axiom system Fpyk (including Enk)

the complete assignment m by replacing all f; < v; in ™ with f; = v;; symmetrically for m,.
Additionally, we sometimes write o, to denote the network packet whose fields are assigned
the corresponding values in «; symmetrically for or.

In Figure 11, we introduce Epyg — the axiom system of DyNetKAT, including the
NetKAT axiomatization Eyg. Most of the axioms in Figure 11 comply to the standard
axioms of parallel and communicating processes [3], where, intuitively, & plays the role
of non-deterministic choice, ; resembles sequential composition and | is a process that
deadlocks.

For instance, axioms (A2) — (A5) encode the ACT properties of @ together with the fact
that L is the neutral element.

Axioms (A8) — (A15) define parallel composition (]|) in terms of left-merge (||) and
communication-merge (|) in the standard fashion. Additionally, (A12) “pin-points” a
communication step via the newly introduced constants of form rcfg, .. An interesting
axiom is (A7) : p|| L = p which, intuitively, states that if one network component fails,
then the whole system continues with the behaviour of the remaining components. This is a
departure from the approach in [13], where recovery is not possible in case of a component’s
failure; i.e., e|| 0 = 0.

Axiom (AO0) states that if the current packet is dropped as a result of the unsuccessful
evaluation of a NetKAT policy, then the continuation is deadlocked. (A1) enables mapping
the non-deterministic choice at the level of NetKAT to the setting of DyNetKAT.

The axioms encoding the restriction operator é,(—) and the projection operator m,(—)
are defined in the standard fashion, on top of DyNetKAT normal forms later defined in
this section. Intuitively, normal forms are defined inductively, as sums of complete tests
and complete assignments « - 7, or communication steps x7q, x!q and rcfg, ,, followed by
arbitrary DyNetKAT policies.

Last, but not least, (AIP) corresponds to the so-called “Approximation Induction
Principle”, and it provides a mechanism for reasoning on the equivalence of recursive
behaviours, up to a certain limit denoted by n.
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3.1.1 Soundness and Completeness

In what follows, we show that the axiom system FEpyg is sound and ground-complete with
respect to DyNetKAT bisimilarity.

We proceed by first defining a notion of normal forms of DyNetKAT terms, together
with a notion of guardedness and a statement about the branching finiteness of guarded
DyNetKAT processes.

» Lemma 5 (NetKAT~9“P Normal Forms). We call a NetKAT~9"P policy q in normal form
(n.f.) whenever q is of shape Lq.xecaa -7 with A= {oy -m; | i € I}. For every NetKAT 4P
policy p there exists a NetKAT ~dup policy q in n.f. such that Exx Fp = q.

Proof. The result follows by Lemma 4 in [2], stating that:

l= U [ (7)

z€G(p)

where G(p) defines the language model of NetKAT terms. Let A be the set of all complete
tests, and II be the set of all complete assignments. Similarly to [2], we consider network
packets with values in finite domains. Consequently, A and II are finite. In [2], G(p) is defined
as a set with elements in A-(II-dup)*-II. Recall that, in our setting, we work with the dup-free

fragment of NetKAT. Hence, G(p) is a finite set of shape G = {a; -m; | i € [, € A, m; € TT}.

Based on the definition of [—] and (7) it follows that:

[p] = [Za-reca - 7] (8)
Therefore, by the completeness of NetKAT, it holds that: Enx F p = Xa.reqa - 7. In other
words, p can be reduced to a term in n.f. <

» Definition 6 (DyNetKAT Normal Forms). We call a DyNetKAT policy in normal form
(n.f.) if it is of shape

Sier(ei - m); di ® 5 jejidj (1)

where d;, d; range over DyNetKAT policies and c; ::= x7q | xlq | rcfg, , with q denoting
terms in NetKAT ~9uP,

» Definition 7 (Guardedness). A DyNetKAT policy p is guarded if and only if all occurrences
of all variables X in p are guarded. An occurrence of a variable X in a policy p is guarded
if and only if (i) p has a subterm of shape p';t such that either p’ is variable-free, or all the
occurrences of variables Y in p’ are guarded, and X occurs in t, or (i) if p is of shape y?X;t,
y! X5t or refgy ;.

» Lemma 8 (Branching Finiteness). All guarded DyNetKAT policies are finitely branching.

» Lemma 9 (DyNetKAT Normalization). Epnk is normalising for DyNetKAT. In other
words, for every guarded DyNetKAT policy p there exists a DyNetKAT policy q in n.f. such
that EDNK [ pP=gq.

Proof. The proof follows from Lemma 5 and (A1) : (z 4+ y);p = 2z;p @ y; p in a standard
fashion, by structural induction.
Base cases.

p = L trivially holds

:15
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p 2 ¢;d with ¢ a NetKAT~9"P term holds by Lemma 5 and (A1)
p 2 c;d with ¢ :=27q | z!q | rcfg, , trivially holds

Induction step.

P £ p1 D p2 P £ X - case discarded, as p is not guarded
A A !

p = p1llp2 p = mn(’)
A A

p=p1 | pe p=oc(p)

pEpipe

All items above follow by the axiom system Epyg and the induction hypothesis, under the
assumption that pi,ps and p’ are guarded. |

For simplicity, in what follows, we assume that DyNetKAT policies are guarded.

» Lemma 10 (Soundness of Epynetkam\a1p)- Let EpynetkaT\arp stand for the axiom system
Epnxk in Figure 11, without the aziom (AIP). Epynetkar\arp is sound for DyNetKAT
bisimilarity.

Proof. The proof reduces to showing that for all p, ¢ DyNetKAT policies, the following
holds: If EpynetkaT\arp P = ¢ then p ~ q. This is proven in a standard fashion, by case
analysis on transitions of shape

(p» HOvH(I)) l) (qulaHi)

with v == (0,0") | 7n | 2In | refg(x, n), according to the semantic rules in Figure 8, (2),
(3), (4) and (5).

For an example, consider (A1) and (A12) in Figure 11; the proof of soundness for these
axioms are given in the following. The soundness proofs for the rest of the axioms are
provided in Appendix A.

Axiom under consideration:
(z+y)p=z;pDy;p (Al 9)

for z,y € NetKAT 9P and p € DyNetKAT. Consider an arbitrary but fixed network
packet o, let S, £ [z](0::()), Sy £ [y](0::()) and S,y £ [z + y](0::()). According to the
semantic rules of DyNetKAT, the derivations of the term (z + y) ; p are as follows:

(a)

For all o/ € Szy : (CPOIK;) (o,0")

((z+y)ip,o = H, H')
Accordingly, the derivations of the term z;p @ y;p are as follows:

(b)

(p,H,o' :: H')

Forallo’ € S.: (cpol’,) 00"

(z;p,0 = H H')

(cpol g) )
(zip@®y;p,o HH') —= (p,H,0" :: H')

Forallo’ € S,: (cpol’,) (@.0)

(y;p70 = HaHl) — (p,H,O’I o H,)

(zpDy;p,o: H H) {o7), (p,H,o' :: H')

(cpoly )
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As demonstrated in (a) and (b), (¢), both of the terms (z 4+ y);p and z;p @ y; p initially
only afford a transition of shape (o, 0’) and they converge into the same expression after
taking that transition:
((z+vy);p,0:: H H') {o2), (p,H,o' : H') (10)
(Z;p@y;p,a::H,H')M(p,H,U/  H') (11)
In the case of the term (z +y); p, the possible values for the ¢’ ranges over S.,. Whereas
for the term (z + y);p, the possible values for the o’ ranges over S, U S,. However,
observe that S, is equal to S, U Sy:

S.y = [z + yl(o:()) (Definition of S.,) (12)
= [2](::()) U [y] (o::()) (Definition of +) (13)
=5.US8, (Definition of S, and S,) (14)

Hence, it is straightforward to conclude that the following holds:

((z+y);p) ~ (2;pDy;p) (15)

Axiom under consideration:

(@?2;p) | (xlz;q) = refg, . 3(pllg) (A12) (16)
for p,q € DyNetKAT. The derivations of the term (2?z;p) | (z!z;q) are as follows:

(a)

(cpol») — (cpoly) 0
(x?z;p7 H? Hl) 4—_) (p’ H’ H/) (:I'!Z;q7 H? H,) *_) (q7 H? Hl)
(|?! -
rcfg(x,z)
The derivations of the term rcfg, , ;(p||q) are as follows:
(b)
(PCfgx,z) ,\ refg(x,z) ,
(refg,,.:(plla), H, H) (pllg, H,H')

As demonstrated in (a) and (b), both of the terms (z7z;p) | (x!2;¢) and rcfg, , ;(pllq)
initially only afford the transition rcfg(x,z) and they converge into the same expression
after taking that transition:

refg(x,z)

((x?23p) | (lz5q), H,H') =25 (pllq, H, H') (17)
refg(x,z)

(refg, . i(p|lq), H, H') =222 (pl| g, H, H') (18)

Hence, it is straightforward to conclude that the following holds:

((z7z;p) | (2!2;q)) ~ (refg, . ;(pllq))- (19)

:17
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» Lemma 11 (Soundness of AIP). The Approzimation Induction Principle (AIP) is sound
for DyNetKAT bisimilarity.

Proof. The proof is close to the one of Theorem 2.5.8 in [3] and uses the branching finiteness
property of DyNetKAT policies in Lemma 8. Assume two DyNetKAT policies p, p’ such that

Vn € N:m,(p) = mn(p') (20)
By Lemma 10 it follows that
Vn € N:m,(p) ~ mn(p') (21)

We want to prove that p ~ p’. The idea is to build a bisimulation relation R such that
(p,p’) € R. We define R as follows:

R={(t,t") |Vn e N: m,(t) ~ m,(¢')} (22)
Without loss of generality, assume that p and p’ are in n.f. Assume (p,p’) € R and

(p, Ho, Hy) = (p1, Hi, H1) (23)
Next, for all n > 0, define

S = {0} | (v, Ho, Hy) = (0, Hy, H}) and ma(p1) ~ ma(p})} (24)
The following hold:

1. S128;...asif mpp1(p) ~ mpp1(p') then 7, (p1) ~ mn(p}). The latter is a straightforward
result derived according to the definition of ~ and the semantics of m,(—), under the
assumption that p,p’ are in n.f.

2. 8, # 0 for all n > 1 since m,,41(p) ~ Tui1(p') by (21) and (p, Ho, Hy) = (p1, Hy, HY)
according to (23)

3. S, is finite, for all n € N, as p’ is finitely branching according to Lemma 8

Hence, the sequence S1, Sa, ... remains constant from some n onward and N,>0S, # 0. Let
Py € Np>0Sn. It holds that:

(¢v', Ho, Hp) = (0, Hy, HY)
(p1,p}) € R by the definition of R and S,

Symmetrically to (23), assume (p,p’) € R and (p/, Ho, Hy) - (py, Hy, H}). By following a
similar reasoning, we can show that:

(paHOaH6> l> (p17H17H1)
(p1,p}) € R by the definition of R and S,

Hence, R is a bisimulation relation and p ~ p'. |

» Theorem 4 (Soundness & Completeness). Epnk is sound and ground-complete for DyNetKAT
bisimilarity.
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Proof. Soundness: if Epyg F p = ¢ then p ~ ¢, follows from Lemma 10 and Lemma 11.
Completeness: if p ~ ¢ then Epng F p = ¢, is shown as follows. Without loss of generality,
assume p and ¢ are in n.f., according to Lemma 9. We want to show that:

p = qbp (25)
9 = pDyq

which, by ACI of & implies p = ¢. This reduces to showing that every summand of p is a
summand of g and vice-versa. We first argue that every summand of p is a summand of q.
The reasoning is by structural induction.

Base case.

>
=

p £ L. It holds by the hypothesis p ~ ¢ that ¢

Induction step.

(O'ouo'ﬂ')

p 2 ((a-7);p)@p”. Then, (p,og 2 HH) ~"% (p/,H,0, = H') implies by the
hypothesis p ~ ¢ that (¢,0, :: H, H') (Oaor) (¢, H,0, :: H') and p’ ~ ¢'. Recall
that ¢ is in n.f.; hence, by the shape of the semantic rules in Figure 8 it holds that
q¢= ((a-7);¢") @ q". By the induction hypothesis, it holds that p’ = ¢’ hence, (a - 7);p’
is a summand of g as well.

Cases p = (c;p') @ p" with ¢ :=27n | zn | rcfg, ,, follow in a similar fashion.

Hence, p = ¢ @ p holds. The symmetric case ¢ = p @ g follows the same reasoning. <

4 A Framework for Safety

In this section we provide a language for specifying safety properties of DyNetKAT networks,
together with a procedure for reasoning about safety in an equational fashion. Intuitively,
safety properties enable specifying undesired network behaviours.

» Definition 12 (Safety Properties - Syntax). Let A be an alphabet over letters of shape o -
and refg(x, p), with a and m ranging over complete tests and assignments as in Definition /4,
and rcfg(x, p) ranging over reconfiguration actions. A safety property prop is defined as:

act = a-m|rcfg,, (where - 7, refg, , € A)
regexp = act | regexp + regexp | regexp - regexp
prop = [regexp|false

The intuition behind Definition 12 is as follows. A safety property specification prop is
satisfied whenever the behaviour encoded by regexp cannot be observed within the network.
Regular expressions regexp are defined with respect to actions act: a flow of shape « - 7 is
the observable behaviour of a (NetKAT_d“p) policy transforming a packet encoded by «
into o, whereas rcfg, ,, corresponds to a reconfiguration step in a network. Recursively,
a sum of regular expressions regerp, + regexp, encodes the union of the two behaviours,
a concatenation of regular expressions regerp, - regerp, encodes the behaviour of regexrp;
followed by the behaviour of regexp,.

» Definition 5 (Head Normal Forms for Safety). Let A be an alphabet over letters of shape o~
and rcfg(x, p), with « and 7 ranging over complete tests and assignments as in Definition 4,
and rcfg(x, p) ranging over reconfiguration actions. We write w,w’ for (non-empty) words
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with letters in A (i.e., w,w’ € A*) and | w | for the length of w. We write w' < w whenever
w’ is a prefix of w (including w).

Let r be a regular expression (regexp) as in Definition 12. We call head normal form of
r, denoted by hnf(r), the sum of words obtained by distributing - over 4+ in r, in the standard
fashion:

hnfla

hnf{w

hnf(ry + ro

hnf(ry - (ro +r3)
hnf((r1 +12) - 13
haf(r’" - (ry +rg) - 7"

a (ae A

w  (we A¥)

hnf(ri) + hnf(rz)

hnf(ry - r2) + hnf(ry - r3)

hnf(ry - r3) + hnfry - rs)

hnf(r' -y - r") + hnf(r' - ro - r")

| 1 o

)
)
)
)
)
)

Next, we give the formal semantics of safety properties.

» Definition 13 (Safety Properties - Semantics). Let Prop stand for the set of all properties
as in Definition 12. The semantic map [—] : Prop — DyNetKAT associates to each safety
property in Prop a DyNetKAT expression as follows.

Let © be the DyNetKAT policy (in normal form) encoding all possible behaviours over A:

0£yy Jomlea mO)a EifgweA(rcfgI’p; L @refg, ,;0)
Then:
(@) [[E;er wilfase] & 2% @l o % _ . (wlewe)
Viel:w Aw Viel:w Aw
(c2) [[r)false] 2 [[hnf(r)|false]  [otherwise]

such that M is the length of the longest word w;, withi € I, and w is a DyNetKAT-compatible
term obtained from w where all letters have been separated by ; and inductively defined in the
obvious way:

a 2 a (acA
2 aw (a€Awe A

a -

g

The semantic map [—] : Prop — DyNetKAT is defined in accordance with the intuition
provided in the beginning of this section. For instance, as shown in (¢1), if none of the
sequences of steps w; can be observed in the system, then the associated DyNetKAT term
prevents the immediate execution of all w;. Typically, safety analysis is reduced to reachability
analysis. Intuitively, in our context, a safety property is violated whenever the network
system under analysis displays a (finite) execution that is not in the behaviour of the property.
Thus, the semantic map in Definition 13 is based on traces (or words in A*) and is not
sensitive to branching; see the use of head normal forms in (¢3).

With these ingredients at hand, we can reason about the satisfiability of safety properties
in an equational fashion.

» Definition 14 (EE,,). Let Efy . stand for the equational azioms in Figure 11, including
the additional axiom that enables switching from the context of bisimilarity to trace equivalence
of DyNetKAT policies, namely:

pi(g®r)=pq®pr (Asg) (26)
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» Definition 15 (Safe Network Systems). Assume a specification given as the safety formula
s and a network system implemented as the DyNetKAT policy i. We say that the network is
safe whenever the following holds:

Ebryc sl @i=[s] (27)

In words: checking whether i satisfies s reduces to checking whether the trace behaviour of
is included into that of s.

4.1 Sugars for Safety

In this section we introduce a version of safety properties extended with negated actions
(=(a-7) and, respectively, -rcfg, ), the true construct and repetitions (r™), equally expressive
but enabling more concise property specifications.

» Definition 16 (Safety Properties - Extended Syntax). Let A be an alphabet over letters of
shape o - and rcfg, ,, with o and 7 ranging over complete tests and assignments as in
Definition 4, and rcfg, ,, ranging over reconfiguration actions. Safety properties are extended
in the following fashion:

acte == a-7|rcfg, , | act. (with o - 7, refg, , € A)
regexp, == true| act | regexp, + regexp, | regexp, - regexp, | (regexp,)™ (with n > 1)
prop, == [regexp,lfalse

Intuitively, a property of shape [—a]false, with a € A, states that the system cannot do
anything apart from a as a first step. The property [true]false states that no action can be
observed in the network, whereas [r"]false encodes the repeated application of r for n times.

Let Reg and, respectively, Reg, denote the set of regular expressions regexp in Definition 12
and, respectively, the set of regular expressions regezp, in Definition 16. The “desugaring”
function defining the regular equivalent of the extended safety properties is defined as follows:

ds : Reg, — Reg

ds(true) 2 Yacaa
ds(~(a-m) £ 8, a4
a; #a
or
wE T

A
ds(-refg, ) = X rcfg, , € A refg,
rcfg, , # refg, ,

ds(r™) = ds(r-r-...-7)
—————
n times
ds(ry - ds(ry) -ds(rqa) ifry-ro & Reg

ds(ry + 72
ds(r

ds(ry) + ds(rg) if 11 + 1o € Reg
r [otherwise]

> 1> >

~— ~— — —

The (overloaded

[[relfalse] = [ [ds(re)]false]

semantic map [—] : Prop, — DyNetKAT is defined as expected:

For an example, consider the distributed controllers in Figure 2 and the corresponding
encoding in Figure 6. Recall that reaching H4 from S2 is considered a breach in the system.
This entails the safety formulae s,, defined as [(true)™ - (a - )] false, for n € N, a £ (port = 2)
and m £ (port + 15). In words: no matter what sequence of events (of length n) is executed,
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« -7 cannot happen as the next step. Therefore, checking whether the network is safe reduces
to checking, for all n € N:

E¥ v [sn] ® SDN = [s,] (28)

Note that, for a fixed n, the verification procedure resembles bounded model checking [4].

5 Implementation

In Section 4 we introduced a notion of safety for DyNetKAT and provided a mechanism for
reasoning about safety in an equational fashion, by exploiting DyNetKAT trace semantics.
To this end, we search for traces that violate the safety property, i.e., we turn the equational
reasoning about safety into checking for reachability properties of shape s 2 (regexp)true;
for an implementation ¢, this is achieved by checking the following equation using our
axiomatization: Ef\ . F i@ [s] = .

We developed a prototype tool, called DyNetiKAT, based on Maude [7] and Python [23],
for checking the aforementioned equation. We build upon the reachability checking method in
NetKAT [2]. For a reminder: we state that out is reachable from in, in the context of a switch
policy p and topology ¢, whenever the following property is satisfied: in- (p-t)* - out # 0 (and
vice-versa). The inputs to our tool are a DyNetKAT program p, a list of input predicates
in, a list of output predicates out, and the equivalences that describe the desired properties.
For an example, consider the stateful firewall in Figure 1 and the corresponding encoding in
Figure 5. Consider that we have the input predicates in £ [port = int, port = ext]. We would
like to check if packets at port int can arrive at port ext before and after reconfiguration
events, and packets at port ext can arrive at port int only after a proper reconfiguration.
This is achieved by analysing the step by step behaviour of DyNetKAT terms in normal form
via a set of operators head(D), and tail(D, R), where R is a set of terms of shape rcfgy y-
Intuitively, the operator head(D) returns a NetKAT policy which represents the current
configuration in the input D, and the operator tail(D, R) returns a DyNetKAT policy which
represents the configurations in the input D that appear after the events in R.

For the firewall example, the analysis reduces to defining the output predicates out =
[port = ext,port = int], and the following properties:

in(0) - head(p) - out(0) # 0 (29)
in(0) - head(tail (p, {refg ccconreq,1})) - out(0) # 0 (30)
in(1) - head(p) - out(1) =0 (31)
in(1) - head(tail(p, {refgccconreqa })) - out(1) # 0 (32)

Intuitively, the equivalences in (29) and (30) express that packets at port int are able to reach
to port ext in the current configuration and in the configuration after the synchronization on
the channel secConReq. The equivalence in (31) expresses that packets at port ext are not
able to reach to port int in the initial configuration and (32) expresses that the configuration
after the synchronization on the channel secConReq allows this flow.

We performed experiments on the FatTree topologies, which are most commonly used in
data centers, to evaluate the performance of our implementation. A FatTree is a hierarchical
tree which typically consists of 3 layers: core, aggregation and top-of-rack (ToR). The switches
at each level contain a number of redundant links to the switches at the next upper level.
The groups of ToR switches and their corresponding aggregation switches are called pods.
In Figure 12 (left) we illustrate a FatTree topology with 4 pods. For analyzing scalability,
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Core # of Switches | Time (s)
7 0.12
36 1.45
Aggregation 99 19.87
208 154.55
Top-of-Rack 375 690.23
612 3085.90

Figure 12 A FatTree Topology and Results of FatTree Experiments

we generated 6 FatTree topologies that grow in size and achieve a maximum size of 612
switches. We checked two properties on these topologies and assessed the time performance
of our tool. We first computed a shortest path forwarding policy between all pairs of ToR,
switches in the networks and in these forwarding policies we enforced that for certain two
ToR switches T, and T} that reside in different pods, T}, is initially not able to communicate
with Tp. Accordingly, the first property that we considered is to check if T} is reachable from
T, in the initial configuration of the network. Then, in order to check a dynamic property
we considered a scenario where in an updated configuration of the network, 73 becomes
accessible to T,. In accordance with this scenario the second property that we considered
is to check if T} is reachable from T, after a proper reconfiguration. The experiments were
conducted on a computer running Ubuntu 18.04 LTS with 8 core 3.7GHz AMD Ryzen 7 2700x
processors and 32 GB RAM. The results of these experiments are displayed in Figure 12
(right). The results indicate that for relatively small networks with less than 100 switches, a
result is obtained in less than 20 seconds. For larger networks with sizes up to 375 switches,
a result is obtained in less than 12 minutes. The experiment which contained 612 switches
took the longest time with approximately 51 minutes.

In order to be able to compare our technique with another verification method, we also
aimed to perform an analysis based on explicit state model checking. For this purpose, we
devised an operational semantics for NetKAT and implemented it in Maude along with the
operational semantics of DyNetKAT. However, this method immediately failed at scaling
even for small networks, hence, we did not perform further analysis by using this method.

DyNetiKAT is available for download at: https://github.com/hcantunc/DyNetiKAT.

6 Conclusions

We developed a language, called DyNetKAT for modelling and reasoning about dynamic
reconfigurations in Software Defined Networks. Our language builds upon the concepts,
syntax, and semantics of NetKAT and hence, provides a modular extension and makes
it possible to reuse the theory and tools of NetKAT. We define a formal semantics for
our language and provide a sound and ground-complete axiomatization. We exploit our
axiomatization to analyse reachability properties of dynamic networks and show that our
approach is indeed scalable to networks with hundreds of switches.

Our language builds upon the assumption that control plane updates interleave with data
plane packet processing in such a way that each data plane packet sees one set of flow tables
throughout their flight in the network. This assumption is inspired by the framework put
forward by Reitblatt et al. [21] and is motivated by the requirement to design a modular
extension on top of NetKAT. However, we have experimented with a much smaller-stepped
semantics in which the control plane updates can have a finer interleaving with in-flight
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packet moves. This alternative language breaks the hierarchy with NetKAT and a naive
treatment of this alternative semantics will lead to much larger state-spaces. We would like
to investigate this small-step semantics and efficient analysis techniques for it further.
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Soundness Proofs
Axiom under consideration:
O;p=1 (A0) (33)

for p € DyNetKAT. According to the semantic rules of DyNetKAT, the derivations of
the term O ;p are as follows:

(a)

For all ¢’ € [0](0::()) : (cpol”.) e
(0;p,0:: H H') —— (p,H,0" :: H')

However, observe that [0](o::()) is equal to empty set:
[0](c::()) = {} (Definition of 0) (34)

Hence, the term 0;p does not afford any transition. Similarly, observe that according to
the semantic rules of DyNetKAT, the term L does not afford any transition. Hence, the
following trivially holds:

(0;p) ~ L (35)

Axiom under consideration:
pOg=qop (A2) (36)

for p,q € DyNetKAT. According to the semantic rules of DyNetKAT, the following are
the possible transitions that can initially occur in the terms p ® ¢ and q & p:

{(1) (p, Ho, Hg) %> (¢f, Hy, HY)
(2) (q’H()?HO) (q HlaHl)
v = (0,0") | 2lz | 2?2 | refg(x, z)

Case (1): (p, Ho, Hy) = (p/, Hy, HY)

The derivations of p @ q are as follows:

(a)

(CpOl @) (p7H07H6) l> (p H17H1
- ) =

(p@QaH07H6 (p7H1; 1)
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The derivations of g & p are as follows:

(b)

(CpOl@ ) (vaO,Hé) l> (P Hlle)
B ) =

(q@paH()aHO (paHlaHl)

As demonstrated in (a) and (b), if (p, Ho, H}) = (p, Hy, H}) holds then both of the
terms p @ q and g @ p converge to the same expression with the v transition:

(p@Q7HOvHO) (p H17H1)

(37)
(q EBp7];]031;10) l> (p 7H17H1)

Case (2): (¢, Ho, Hy)) = (', H1, HY)

The derivations of p @ q are as follows:
(c)
((LHOaHO) (q H17H1)
(p®QaH07HO) (q H17H1)
The derivations of g & p are as follows:

(d)

(cpols )

(Q7H0aH(/)) ’Y (q/ H17H{)
(q@paH07HO) (q H17H1)

As demonstrated in (c) and (d), if (q,HO,HO) (¢', H1, Hf) holds then both of the
terms p @ ¢ and ¢ @ p converge to the same expression with the v transition:

(cpol_g)

(pEBQ7H0aH(I)) l> (q/ H17H{)

(38)
(¢ @vaOaHO) (¢', Hy, HY)

Therefore, by (37) and (38) it is straightforward to conclude that the following holds:

(p®q)~(¢®p) (39)

Axiom under consideration:
p@g@r=p®(qgdr) (A3) (40)
for p,q,r € DyNetKAT. According to the semantic rules of DyNetKAT, the following are

the possible transitions that can initially occur in the terms (p ® ¢) ® r and p ® (¢ ® r):

(1) (pﬂH()?HO) l> (p/7H15Hi)
(2) (qu(lvHO) l> (qlleaH{)
(3) (r, Ho, Hy) = (1, Hy, HY)
= (o,

o) | xlz | x?z | refg(x, z)

Case (1): (p,Ho, Hj) = (p/,Hy, H})

The derivations of (p @ q) @ r are as follows:

127
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(a)

Hy, H H{, H
(CPOI_@) (p7 05 O) (p 1 1)
885 (p®an07HO) (p H17H1)

PO G5 a6 o Hy) > (7 Hi )

886 The derivations of p & (¢ @ r) are as follows:
(b)

(va()vHO) (p HlaHl)
(p® (q@r), Ho, Hy) = (p/, Hy, HY)

(cpol )

888 As demonstrated in (a) and (b), if (p, Ho, Hj) = (p/, Hy, H}) holds then both of the
a9 terms (p ® ¢) ®r and p ® (¢ B r) converge to the same expression with the v transition:

(p@q) &, Ho, Hy) = (¢, Hy, Hy)
890 , ~ , , (41)
(p@(q@r)7H07H0) — (p7H1,H1)

891 Case (2) (Q7H0aHO) (q H17H1)

892

893 The derivations of (p @ q) @ r are as follows:

()

Hy, H H{,H
(CPOI@i) (q7 0, O) (q 1 1)
804 (p®QaH07HO) (q HlaHl)

(epol_o) (peg @, H07HO) (', Hy, H)

895 The derivations of p ® (¢ @ r) are as follows:

(d)

Hy, H H., H
(cpoli@) (q7 05 0) (q 1, 1)
896 (q@T H07H0) (q H17H1)

(cpolg )
(p&® (qg&r), Ho, H)) = (¢, Hy, HY)

897 As demonstrated in (c) and (d), if (¢, Ho, H)) - (¢, Hy, H}) holds then both of the
898 terms (p @ ¢) @ r and p ® (¢ @ r) converge to the same expression with the v transition:

((p®q) ®r,Ho, Hy) %> (¢, Hy, H})
899 , ~ , , (42)
(p@(q@?"),Ho,Ho) — (q’HlaHl)

Case (3): (r, Hy, H)) & (', Hy, H})
901

902 The derivations of (p @ q) @ r are as follows:
()

(r, Hy, H)) - (', Hy, H})
((pEBQ) EB7"7]1’07]76) l> (T/’HlvHi)

903 (cpol@_)
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The derivations of p & (¢ @ r) are as follows:
(f)

(r, Ho, H) 5 (', Hy, HY})
(q@r, Ho, HY) L (', Hy, HY)

(p® (¢ @), Ho, Hy) = (', Hy, Hj)

(cpolg_)

(cpols )

As demonstrated in (e) and (f), if (r, Ho, H}) = (', Hy, H}) holds then both of the terms
)c

a
(p®q) ®rand p® (¢ B r) converge to the same expression with the v transition:

((p ® Q) S T, HOa H(/))
(p S2) (q 2 T)yHOa H(/))

X (', Hy, HY) "
Y / / ( )
- (T7H17H1)

Therefore, by (41), (42) and (43) it is straightforward to conclude that the following
holds:

(rog)®r)~@P®(@DT)) (44)

Axiom under consideration:
pep=p (A4) (45)

for p € DyNetKAT. According to the semantic rules of DyNetKAT, the following are the
possible transitions that can initially occur in the terms p @ p and p:

{0 . Ho, 1) 2 (v, 11, 1))

vu=(0,0") | xlz | 2?2 | refg(x, z)

Case (1): (p,HO,HO) (', Hy, Hy)

The derivations of p @ p are as follows:

(a)
Do (paHO’H(S) l> (p Hy,H )
(e l_$)(p69p,Ho,H6) — (¢, H1, HY)
(b)
(cpol@ ) (p7H0?HO) (p H17H1)

(p@p7HO7HO) (p H17H1)

As demonstrated in (a) and (b), if (p, HO,HO) (p', Hy, H{) holds then it is also the
case that the term p @ p evolves into the same expression with the  transition:

(p @ p, Ho, Hy) = (¢, Hy, Hy) (46)
Hence, it is straightforward to conclude that the following holds:

(p@p)~p (47)
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Axiom under consideration:
pdL=p (A5) (48)

for p € DyNetKAT. According to the semantic rules of DyNetKAT, the following are the
possible transitions that can initially occur in the terms p & 1 and p:

() @ 1o, 1) 5 (0, 11, 1))
v u=(0,0") | zlz | 27z | refg(x, z)
Case (1): (p,HO,HO) (', Hy, Hi)
The derivations of p @ L are as follows:
(a)

(p7H07H(]) (p H17H1)
(pGBJ—aH()v O) (valaHl)

(cpol o)
As demonstrated in (a), if (p, Ho, H)) - (p/, H1, H}) holds then it is also the case that
the term p @ L evolves into the same expression with the v transition:
(pe L, Ho, Hy) = (p, H, HY) (49)
Hence, it is straightforward to conclude that the following holds:

(poLl)~p (50)

Axiom under consideration:

rlla=qllp (A6) (51)

for p,q € DyNetKAT. The soundness proof of the axiom (A6) follows by induction on
the size of the syntactic tree associated to p || ¢. Without loss of generality, assume p and
q are in n.f. The size of p|| g is then defined as follows:

size(l) = (52)
size(a - m;t) = 2+ size(t) (53)
size(x?z;t) = 2 + size(t) (54)
size(xlz;t) = 2 + size(t) (55)
size(refg, , ;t) = 2 + size(l) (56)
size(p ® q) = 1 + size(p) + size(q) (57)
size(p|| q) = 1 + size(p) + size(q) (58)

Base case.

size(p||q) = 3. It follows that p £ L and ¢ £ L. Therefore, the soundness of (A6)
trivially holds.

Induction step. Assume (A6) is sound for all p, ¢ such that size(p||q) < M, with M € N.
We want to show that (A6) is sound for all p, ¢ such that size(p||q) > M.



965

966

967

968

969

970

971

972

973

974

975

976

977

978

979

980

981

982

983

984

985

986

G. Caltais, H. Hojjat, M. Mousavi, H. C. Tunc

(i) p & L. Then, it is straightforward to observe that both L||¢ and ¢|| L evolve

according to the semantic rules corresponding to q. Hence, we can safely conclude that
(L1l) ~ (q]l L) holds.

A

(ii) p £ a-m;p'. Consider an arbitrary but fixed network packet o, let Sor = [a - 7] (a::()).

The first step derivations entailed by p in a context p||t are as follows:
(a)

For all o/ € S, : (cpoli;)

CE)

(a-m;p',0: H H) (p',H,o' :: H')

(cpoliu)

(o,0")

((a-m;0)||tyo:: HHH') ——= (p'||t,H,0" :: H')

The first step derivations entailed by p in a context t|| p are as follows:
(b)

For all o’ € Sar :  (cpol’ )

X))

(a-m;p',o: HH)— (p/,H,o :: H)

(cpolui) s
(e -m;p"),0: HH) —> (t||p',H,o' : H)
Hence, given that ¢ in n.f. always evolves into a term ¢ with simpler structure (according
to the DyNetKAT semantic rules), and based on the induction hypothesis, it is safe to
conclude that (pl|q) ~ (¢ || p)-

(iii) p £ refg, . ;p’. The reasoning is similar to (ii) above.

(iv) p £ 272;p’. The first step of asynchronous derivations entailed by p in a context p || ¢

are as follows:

(a)

(cpoly) -
(x?z;p',H,H') — (p/, H,H')

(cpol |))

z?z

((x?z;p")||t,H,H'") — (p' || t, H, H')

The first step of asynchronous derivations entailed by p in a context ¢ || p are as follows:

(b)

(cpoly)

z?z

(x?z;pl7H7Hl) — (p/aHaH/)

(CI)OIHi)

z?z

(t[|(z?2;p"), H,H') — (t|[p', H, H')

Furthermore, if ¢ has a summand of shape z!z;¢’, then:
The first step synchronous derivations of p|| g are as follows:

()

(Cp017) 72 (CpOl!) zlz
(x?z;p/7H7Hl) H (p/?H?H/) (xlz;q/7H7H/) —> (q/7H7H/)
(CPOI?!) rcfg(x,z
((#72:) || (22 q)), HH') "5 || H, 1Y)

The first step synchronous derivations of ¢ || p are as follows:
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(d)

(cpol) (cpol:)
(xl2;¢,H,H) — (¢',H,H) (x?z;p',H,H') — (p/,H,H’)

(CpOll?) rcfg(x,z)

((#!z;¢) [|(2725p"), H, H') (¢'|Ip', H, H)

In connection with (iv)(a) and (iv)(b) above, note that ¢ in n.f. always evolves into
a term t with simpler structure (according to the DyNetKAT semantic rules). This,
together with the observations in (iv)(c) and (iv)(d), and based on the induction
hypothesis, enable us to safely to conclude that (p||q) ~ (¢||p).

(v) p2 x!z;p’. The reasoning is similar to (iv) above.

(vi) p £ p; ® py where p; and po are in n.f. Without loss of generality, assume p; 1=

Q-] pl | rCfga: z 7p1 | z?2; pl | zlz; pl and assume (p17H07H0) (p17H17H1) The
derivation entailed by p; in p is as follows:

(p1, Ho, Hy) = (p}, Hi, H})
’Y

(cpol &)
(pl @pZuH(Jv ) (plllevHi)

From this point onward, showing that the first step derivations entailed by p; in
a context p||t correspond to the first step derivations entailed by p; in a context
t||p follows the reasoning in (ii)—(v), with p; ranging over terms of shape («

m;ph), (refg, . ;p1), (xl2;p]) and (272;p}), respectively. Hence, given that ¢ in n.f.
always evolves into a term ¢ with simpler structure (according to the DyNetKAT
semantic rules), and based on the induction hypothesis, it is safe to conclude that

(rllg) ~ (qllp)-

Axiom under consideration:
pllL=p (A7) (59)

for p € DyNetKAT. According to the semantic rules of DyNetKAT, observe that both
p||L and p evolve according to the semantic rules corresponding to p. Hence, it is
straightforward to conclude that the following holds:

(pllL)~p (60)

Axiom under consideration:

plla=pla®qglrop|q (A8) (61)

for p,q € DyNetKAT. According to the semantic rules of DyNetKAT, the following are
the possible transitions that can initially occur in the terms p|| ¢ and p|l¢ D q|lp®p | ¢:

(1) (p, Ho, Hy) = (p/, Hy, HY)
(2) (¢, Ho, Hy) - (¢, Hy, HY)
(3) (p, Ho, H, >“”'Z (0, Hy, HY) (g, Ho, HY) 225 (¢, Hy, HY)
(4) (p, Ho, HY) = (¢, Hy, HY) (g, Ho, Hy) > (¢, Hy, HY)
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1017 v u=(o,0") | zlz | 2?2 | refg(x, z)

1018 Case (1): (p, Ho, H)) X (p/, Hy, H})

1019

1020 The derivations of p || ¢ are as follows:
(a)
(paH(hHO) (p HlaHl)
(quaHOvHO) (p HQaHlaHl)
1022 The derivations of p|lg ® q|lp ® p | ¢ are as follows:

(b)

1021 (CPOI,l |)

(|_D (paHOvHO) (p Hl’Hl)
1023 (pllg: Ho, Hy) = (0|1 ¢, Hy, HY)

(cpol_g)
(plla® qllp@p| q. Ho, HY) = (' || q. H1, HY)

1024 As demonstrated in (a) and (b), if (p, Ho, H}) = (p/, Hy, H}) holds then both of the
1025 terms p || ¢ and pllg @ q|[p ® p | ¢ converge to the same expression with the v transition:

(p||Q7H07H(/)) l> (p/”(LHhH{)
1026 (62)
EN

(plla® qllp ®p | ¢, Ho, Hy) — (p'|| ¢, Hy, HY)

1027 Case (2): (quOaHO) (p Hlle)

1028

1020 The derivations of p|| ¢ are as follows:
(c)
1030 (CpOl ) ((LHOaHO) (q HhHl)
g, Ho Hg) > (ol Ha, Hi)
1031 The derivations of p|lq ® q|lp ® p | ¢ are as follows:
(d)
(I_D (Q7H0aH(/)) l> (q/aHhH{)
(QI_I_p7 H07 Hé) l> (q/ Hpa HlvH]I_)

1032 (CPOI@,)
(pllg ® qllp. Ho, Hy) = (q'||p, Hy, HY)

(pla® qllp®p| q. Ho, H)) = (q' || p, H1, HY)

1033 As demonstrated in (c) and (d), if (p, Ho, H)) = (p', Hy, H}) holds then both of the

(cpol_g)

1034 terms p || ¢ and p|lg ® q|[p @ p | ¢ are able to perform the v transition:
(plla, Ho, Hy) = (pld', Hy, Hy)
1035 (63)
(pla @ allp ®p | ¢, Ho, Hy) = (d'[|p, Hy, H)
1036 Observe that the terms evolve into different expressions, however, according to the axiom
1037 A6 the “||” operator is commutative. Hence, the following holds:

1038 (plld)~(dllp) (64)
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Case (3): (p,HO,HO) (p H,, Hy)

The derivations of p|| ¢ are as

()

(pa H07HO)

follows:

(]7 ‘Izlrl a‘lirl )

((J7 HOaHO)

(q Hl;Hl)

z?z
(Q7H0a H(/)) I (q/; H17 H{)

(cpoly)

(p || q, H07 HO)

rcfg(x,z
(x,2)

The derivations of p|lq ® q|lp ® p | g are as follows:

(0’|l ¢, Hy, Hy)

()
(cpolw)(p’HO’HO) (¢, Hy, Hy) (a, Ho, H) = (¢, H, Hi)
N rcfg(x,z)
(p | g, Ho, HY) =222 (pf || o/, Hy, HY)
(CPOI@f) refg(x,z)

(rla@qllp®p|q, Ho, Hp)

As demonstrated in (e) and (f), if (p, Hy, H})) ==

H,, Hy) hold then both of the terms p||¢ and p|lq ®
expression with the rcfg(x, z) transition:

rcfg(x,z)
(pllq, Ho, H) == (o' || ¢/, Hy, HY)

rcfg(x,z)
wle@alp®p | q Ho, Hy) —2 (9 || ¢/, Hy, HY)

Case (4): (p?H07HO> (p H17H1)

The derivations of p|| ¢ are as

()

(pa HOaHO)

follows:

(p Hl;Hl)

<Q7 H07 HO)

(' |ld', Hy, HY)

(p H17H1) and (Q7HO7HO) (q/7

q[LEBp | q converge to the same

(65)

(q HlaH/)

(Q7H0aHO) (q HlaHl)

(cpolz)

(p || q, HO? HO)

refg(x,z)
T

The derivations of p|lg ® ¢|lp ® p | ¢ are as follows:

(' ||¢', Hy, HY)

(h)
(CpOl?l)(p7H0’H0) (p H17H1) (q’H07HO) (q H17H1)
o rcfg(x,z)
( 1 ) (p|Q7H0aHO)g—>(p ||an1?Hl)
Cpolg__

(rlg@qllp®p|q, Ho, Hp)

As demonstrated in (g) and (h), if (p, Ho, H}) ==

H,, Hy) hold then both of the terms p||q and p|lq ®
expression with the rcfg(x,z) transition:

(p” quOaHé)
(pla®qllp® p| q, Ho, Hy)

rcfg(x,z)

rcfg(x,z)

('
('

Hq/aHlaH{)
quleaHi)

refg(x,z)

(®'[l ¢ Hy, H1)

(p HlyHl) and (Q7H07H0) (q/a

q|l®p | g converge to the same

(66)
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Therefore, by (62), (63), (64), (65) and (66) it is straightforward to conclude that the
following holds:

(rllg) ~ (le@alpep|q) (67)

Axiom under consideration:
lp=L (A9) (68)

for p € DyNetKAT. Observe that according to the semantic rules of DyNetKAT, the
terms L||p and L do not afford any transition. Hence, the following trivially holds:

(Llp) ~ L (69)

Axiom under consideration:

(a;p)llg=a;(pllg) (A10) (70)

for a € {z,27z, 2!z, rcfg, .}, 2 € NetKAT~9"P and p, ¢ € DyNetKAT. In the following,
we make a case analysis on the shape of @ and show that the terms (a;p)|¢ and a;(p||q)
are bisimilar.

Case (1): a 2 2

Consider an arbitrary but fixed network packet o, let S, = [z](o::()). The derivations of
(z;p)| g are as follows:

(a)

Forall o’ € S.: (cpol’,) =
(Z;p,O'::H,H/) : (p,H,J' ZZH/)

(1D — ;
((z;p)llg,0 = H H') —= (p||q, H,0'" :: H)

The derivations of z;(p|| ¢) are as follows:

(b)

Forall ¢’ € S, : (cpoli;) o)
(z5(pllg),o = H, H') —— (pllq, H,0" :: H')
As demonstrated in (a) and (b), both of the terms (z;p)| g and z;(p||q) initially afford
the same set of transitions of shape (o, ¢’) and they converge to the same expression after
taking these transitions:
(o,0")
((Z,p)”_q,J o Hv HI) B— (p H q7H7 o' HI)

(0,0")

(z5(pllq),0:: HLH) —— (p||q,H,0" = H')

(71)

Case (2): a 2 27z

The derivations of (z7z;p)| ¢ are as follows:
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()

(cpol?)

z?z

(x?z5p,H,H") — (p,H, H')

z?z

>(($?z;p)llq,H,H’) — (pllg, H,H")

The derivations of 7z ;(p|| ¢) are as follows:

(d)

(CPOI?) N @7z ;
(z?z3(pllg), H, H') — (pl| ¢, H, H)
As demonstrated in (c¢) and (d), both of the terms (x?z;p)| ¢ and 2?z;(p||q) initially
only afford the x?7z transition and they converge to the same expression after taking this

transition:

(«?z:p)llg. H.H') % (pl| g, H.H') (72)

z

x?
(@?z:(pllq), H,H") — (p|lq, H,H')

Case (3): a = z!z

The derivations of (z!z;p)| ¢ are as follows:

(e)

(cpoly)

xlz

(Jj'Z,p,H,H/) — (p7H7H,)

( z!z

((x!z;p)llg, H, H') — (pllq, H, H')

The derivations of z!z;(p|| ¢) are as follows:

(f)

(cpoly)

zlz

(z'z:(pllq), H,H') == (pl|q, H,H')

As demonstrated in (e) and (f), both of the terms (z!z;p)|l¢ and z!z;(p||¢) initially
only afford the x!z transition and they converge to the same expression after taking this
transition:

(@' p)\lg, H, H') 25 (p|| g, H, H') -
(@'z3(p|lq), H. H') “% (p|| g, H, H')

Case (4): a = rcfg, ,

The derivations of (rcfg, . ;p)| g are as follows:

(&)
(rCfgx,z) rcfg(x,z)
(refg, . ;p, H, H') — (p,H,H'")
rcfg(x,z)
((rCfgz,z ;p)llq’Ha H/) g—> (p” quv H,)
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The derivations of rcfg, . ;(p|| q) are as follows:

(h)

(I'Cfgx)z) rcfg(x,z)

(refg, . ;(pllq), H, H') (pllg, H,H)

As demonstrated in (g) and (h), both of the terms (rcfg, .;p)|g and refg, . ;(p|q)
initially only afford the rcfg(x,z) transition and they converge to the same expression
after taking this transition:

rcfg(x,z
(x,2)

((refg, .;p)llg, H,H') (pllq, H,H')

(refg, . 5(pllq), H, H')

fex.2) (74)
rcfg(x,z

(pllg, H,H')

Therefore, by (71), (72), (73) and (74) it is straightforward to conclude that the following
holds:

((a:p)lla) ~ (as(pll9)) (75)

Axiom under consideration:

(p@glr=(lr) @ (qlr) (AL1) (76)

for p,q,r € DyNetKAT. According to the semantic rules of DyNetKAT, the following are
the possible transitions that can initially occur in the terms (p @ ¢)||r and (p[/r) ® (q||r):

(1) (p, Ho, Hy) = (¢, Hy, HY)
(2) (q’H()?H(I)) l> (qerlaH{)

v = (o,0") | zlz | 27z | refg(x, z)

Case (1): (p, Hy, H) z, (p', Hy, HY)

The derivations of (p @ ¢)||r are as follows:
(a)

(p7H07H(/)) l> (p/;HlvH{)
(p®an07H6) l> (p/7H17H{)

LL)((péBq)llh Ho,H)) = (p' ||, Hy, HY)

(cpol_g)

The derivations of (p[|r) @ (¢||r) are as follows:
(b)

(p, Ho, Hy) = (p', Hy, HY)
(pllr, Ho, H)) = (' || 7, Hy, HY)

((pllr) @ (allr), Ho, Hy) = (o' ||, Hy, HY)

(cpol_g)
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As demonstrated in (a) and (b), if (p, Ho, Hj) = (p/, Hy, H}) holds then both of the
I

terms (p® q)[|r and (p[|r) ® (g||r) converge to the same expression with the 7 transition:

Ep’llﬁHhHi) (77)

(q
((p® q)|Lr, Ho, H) 2
l> pl ||T7H17H{)

((pllr) @ (qllr), Ho, Hp)
Case (2): (¢, Ho, H)) & (¢, Hy, HY)

The derivations of (p @ q)||r are as follows:
()
(CI»H(MHO) (q Hy, Hj)
(P@QaHOvHo) (¢, Hy, HY)
((p® q)lr, Ho, H) = (d' || v, Hy, HY)
The derivations of (p||r) @ (g||r) are as follows:

(d)

(cpolg )

(D

<Q7HO7HO) (q HlaH)
(q”_?" HO7HO) (q ||7" H17H1)

((pllr) @ (allr), Ho, Hg) = (¢'[| 7, Hy, Hy)

As demonstrated in (c¢) and (d), if (¢, Ho, H)) = (¢, H1, H}) holds then both of the
terms (p® q)||r and (p[|r) ®

(¢
((p® q)llr, Ho, Hy) = (¢ || v, Hy, HY)
((pllr) & (allr), Ho, Hy) = (q'|| 7, Hy, H)

(cpolg_)

|l7) converge to the same expression with the 7 transition:

(78)

Therefore, by (77) and (78) it is straightforward to conclude that the following holds:

((p@gllr) ~ ((pllr) @ (gllr)) (79)

Axiom under consideration:

(p@g)|r=@[r)@(qglr) (A13) (80)

for p,q,r € DyNetKAT. According to the semantic rules of DyNetKAT, the following are
the possible transitions that can initially occur in the terms (p@®q) | r and (p | ) © (¢ | r):

z?z

(1) (p, H, H') 2% (o, H,H') (r,H,H') =% (7', H,H)
©2) (p, H H') =2 (o \H,H') (r,H,H') =% (', H,H')
(3) (¢, H,H') 25 (¢ H,H') (r,H,H) =% (', H H)
(4) (¢, H,H') =% (¢, H,H') (r,H,H') =% (', H,H')

Case (1): (p, H,H') Z% (o', H,H') (r,H,H') =% (+',H,H')

The derivations of (p @ q) | r are as follows:
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(a)
zlz
(CpOl EB) (pv Ha Hl) — (p/aHa Hl)
T poqH H)ZS (¢, H H) (r,H,H') 22 (', H, H')
||? rc X,z
(peq) | rH H) ZESD 10 B HY)

The derivations of (p | 7) ® (¢ | r) are as follows:

(b)
! x?
(|!?)(p,H,Hl) % (plvHle) (T,H,Hl) —Z> (T/,H,H/)
( | (p | r, H, H') B2 110 1, 1)
CPOI*EB rcfg(x,z)
(plr)y@(q|r), H H) =222 (pf ||, H H')

zlz zlz

As demonstrated in (a) and (b), if (p, H,H') — (p, H,H') and (r,H,H') — (v,
H, H') hold then both of the terms (p @ q) | » and (p | r) ® (¢ | 7) converge to the same
expression with the rcfg(x, z) transition:

(p@q) | r H,H') B2 o0 |10/ H, B -
(p| )& (q| ), H H') “ED 10/ H,H)
Case (2): (p, H,H') =% (p/ ,H,H') (r,H,H') % (', H,H')
The derivations of (p @ q) | r are as follows:
(c)
H H') X2 (o H, H
(Cpo].i@) (p? 9 ) H’L‘?Z(p b b ) '/L‘!Z
7')(p@q,H,H’)—> (p',H,H) (r,H,H) — (+',H,H'")
(peq) | r H,H) ZES 10 B HY)

The derivations of (p | 7) ® (¢ | r) are as follows:

(d)
(|?!)(p, HH) % (o, H,H)  (r,HH) S (7, H H)
( | (p| v, H,H') ZED )10 H, HY)
cpol o

rcfg(x,z)
((p|r)@(q|r),H H) =222 (o ||+, H, H')

zlz 72

As demonstrated in (c¢) and (d), if (p,H,H') — (p',H,H’) and (r,H,H') — (v,
H, H') hold then both of the terms (p® q) | r and (p | r) & (¢ | 7) converge to the same
expression with the rcfg(x, z) transition:

(p@q) | v, H,H') ZEE2 0110 H, H) .
(p|r) @ (q|r), H, H') ZBEZ 010 1, 1)

zlz z?z

Case (3): (¢,H,H') — (¢, H,H") (r,H,H') — (v',H,H')

The derivations of (p @ q) | r are as follows:
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(e)
z!lz
q,H,H") — (¢',H, H’
(Cpo.‘l@f) ( ) z!z( ) x?z
(p®q,H H) = (¢,H, H') (r,H,H') == (r',H,H')
17
Y ) —
(p@q) | r, H,H') “E2, (¢ ||/, H, 1)
The derivations of (p | 7) ® (q | r) are as follows:
()
(|w)(q,H, H') 25 (¢ H,H)  (r,H H)Z% 7 H H)
rcfg(x,z)
(q|r H H) =222 (¢ ||+ H,H)
(CPOI@f)  refg(x,z) , , ,
(plr)y@®(q|r),H,H) —— (¢||r",H,H)
zlz zlz

As demonstrated in (e) and (f), if (¢, H,H') — (¢',H,H') and (r, H,H') — (', H, H')
hold then both of the terms (p@¢q) | r and (p | 7) B (g | r) converge to the same expression
with the rcfg(x,z) transition:

rcfg(x,z
(p®q) | r. HH') "5 (¢ || H ) -
refg(x,z)
((plr)@(q|r), H H) === (¢ ||/, H,H)
Case (4): (¢, H,H') “% (¢, H,H') (r,H,H') =% (', H, H')
The derivations of (p @ q) | r are as follows:
()
z?z
Q7H7Hl — q/7H7H/
(cp()l@f) ( ), a:?z( ’ ), N zlz I ,
, (p@QaHaH)—>(qu7H) (T)HaH)—>(T7H7H)
) ’ rcfg(x,z) , , ,
(p@q) | T,H,H) —_— (p ||T 7H7H)
The derivations of (p | 7) @ (¢ | r) are as follows:
(h)
(@) 5 (¢ HH')  (n HH') 5 (¢ HH)
(q|r H,H) B2 (110, H, B
(CPOIEBf) , rcfg(x,z) , , ,
(plr)y@(q|r),H H) ——= (¢'||r',H,H")

z?z zlz

As demonstrated in (g) and (h), if (¢, H,H') — (¢’,H,H’) and (r,H,H') — (v,
H, H') hold then both of the terms (p ® ¢q) | r and (p | r) & (¢ | 7) converge to the same
expression with the rcfg(x,z) transition:

(poq) | r H H) B2 (g ||+, H, H) s
((p| )& (q|r), H H) ZEZDy (|10 1 1)
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Therefore, by (81), (82), (83) and (84) it is straightforward to conclude that the following
holds:

(peg)[r)~(plr)@(g]r) (85)

Axiom under consideration:

pla=qlp (Al4) (86)

for p,q € DyNetKAT. According to the semantic rules of DyNetKAT, the following are
the possible transitions that can initially occur in the terms p | ¢ and ¢ | p:

(1) (p, H, H') 25 (' H,H') (g, H,H') Z% (¢, H, H')
2) (p, H,H') 5 (), H,H') (¢, H,H') 2% (¢, H, H)

z!z z?z

Case (1): (p,H,H') — (p’,H,H') (¢,H,H') — (¢, H,H')

The derivations of p | ¢ are as follows:

(a)
zlz z?z
(|!?)(p7H7H/) — (plaHaH/) (Q7HaH/) — (qlaHaH/)
(p | g, H, H') =2 (||, H, H')
The derivations of ¢ | p are as follows:
(b)
z?z x!z
(|?!)(Q7H7H/> — (qlaHaHl) (p>H>H/) — (p/aHaH/)
(¢ p H, H') B2 (g || pf, H, )

zlz z?z

As demonstrated in (a) and (b), if (p, H,H') — (p/,H,H’) and (¢, H,H') — (¢,
H, H') hold then both of the terms p | ¢ and ¢ | p are able to perform the rcfg(x, z)
transition:

rcfg(x,z)
(p|Q7H7H/)g—>(leqlaHaH/) (87)
rcfg(x,z)
—_—

(¢|p,H H) (d'||p', H,H")

Observe that the terms evolve into different expressions and we would now need to check if

these terms are bisimilar. According to the axiom (A6), the “||” operator is commutative.

Hence, the following holds:

@' 1d") ~(dlp) (88)
Case (2): (p, H,H') =% (p ,H,H') (¢, H,H') “% (¢, H, H')

The derivations of p | ¢ are as follows:
(c)
(p, H,H') == (¢, H,H')  (q,H,H') *% (¢, H, H')
(0| g, H.H') "0 (|| 1, )

()
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The derivations of ¢ | p are as follows:
(d)

zlz x?z

(Q7H7Hl) — (q/’H’H/) (paHaH/) — (pl7H7Hl)
rcfg(x,z)
(q|p HH) =222 (¢ ||p/, H HY)

(1

z!lz x?z

As demonstrated in (¢) and (d), if (p,H,H') — (p/,H,H’) and (¢, H,H') — (¢,
H, H’) hold then both of the terms p | ¢ and ¢ | p are able to perform the rcfg(x,z)
transition:

refg(x,z)
(p|qH H) =222 (0 || ¢, H,H') (89)
(q | p.H,H') ZEED, (|| 1, 1)

Observe that the terms evolve into different expressions and we would now need to check if
these terms are bisimilar. According to the axiom (A6), the “||” operator is commutative.
Hence, the following holds:

@'ld) ~ (d'[|p) (90)

Therefore, by (87), (88), (89) and (90) it is straightforward to conclude that the following
holds:

(pla)~(qlp) (91)

Axiom under consideration:
plg= 1 [owise] (Al5) (92)

for p,q € DyNetKAT. Observe that the [owise] condition implies that p cannot be of
shape x?z;r when ¢ is of shape z!z;7’, as otherwise the axiom (A12) would become
applicable (or vice versa due to commutativity of |). Furthermore, note that if p or ¢
contains operators other than sequential composition (;), that is the operators “@®”, “||”
and “||”, then the axioms such as (A8), (A10) and (A13) would become applicable and
hence the [owise] condition would not be met. The axiom (A15) can be written explicitly
as follows:

(z3p) la=1 (93)

(@?z5p) | (2'7259) =L (94)
(zlz;p) | (212" 59) =L (95)
(x?2;p) | (212 5q) =L ifw #a or 2 #£ 2 (96)
(refg, .;p) [¢=1 (97)

for z,7 € NetKAT~9%P. Observe that the term L does not afford any transition and
none of the terms on the left hand side of the equivalences above afford any transition as
well. Therefore, the following holds if the [owise| condition is met:

(plg)~1L (98)
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Axiom under consideration:
oc(L)=L (00) (99)

Observe that according to the semantic rules of DyNetKAT, the terms d,(L) and L do
not afford any transition. Hence, the following trivially holds:

(0c(L)) ~ L (100)

Axiom under consideration:
Oc(at;p) =at;oc(p) if at € L () (101)

for at € {a 7,27z, 2!z, vefg, ,}, 2 € NetKAT 9P and p € DyNetKAT. In the following,
we make a case analysis on the shape of at and show that the terms 0. (at; p) and at ;. (p)
are bisimilar. In our analysis we always assume that the condition at ¢ L is satisfied, as
otherwise this axiom is not applicable.

Case (1): at=a -7

Consider an arbitrary but fixed network packet o, let Sor = [a-7](0::()). The derivations
of d.((a-m);p) are as follows:

(a)

For all 0’ € Sar : (cpol’ )

(9)

(0,0")

((a-m);p,0:: HyH') —— (p, H,0" :: H')

Oc((a-m)ip)o = H H) 275 (6:(0), H, o' = H)
The derivations of (« - ) ;0. (p) are as follows:
(b)

For all 0’ € S, @ (cpol”))

—

((-7);8,(p),o s H H') M (0c(p), H,o! :: H')

As demonstrated in (a) and (b), both of the terms 6. ((a-7) ;p) and (- 7) ;5 (p) initially
afford the same set of transitions of shape (o, 0’) and they converge to the same expression
after taking these transitions:

Ocl(a-m)ip),o s H B 27 (50(p), H,yo' 2 HY) o)

(a-7):6e(p), 0 HHY) 275 (5,.(p), H,o' = H')

Case (2): at = 272

The derivations of 6. (x7z;p) are as follows:

(c)

(cpol,)
(9)

z?z

(z?z;p,H,H') — (p,H, H')

(Gc(x?z;p), HyH') 22 (52(p), H, H')
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The derivations of 2?7z ;d.(p) are as follows:

(d)

(cpoly) —
(‘T?Z ; 5,6(]7), Hv H/) — (5[,(p)’ H’ H/)

As demonstrated in (c) and (d), both of the terms d.(z7z;p) and x7z;0,(p) initially
only afford the x?7z transition and they converge to the same expression after taking this
transition:

(6c(x?23p), H H') 25 (5.(p), H, H')

: (103)
(x?z;aﬁ(p)aHa H/) 2) (5£(p)’H’ H/)

Case (3): at = 2!z

The derivations of d.(x!z;p) are as follows:

()

(cpoly)

z!lz

(I!Z;p,H,H/) — (vavH,)

5 .
)(6E(I'Z ;p)vHa Hl) Li) (5£(p)7H7 Hl)

The derivations of z!z;d.(p) are as follows:

(f)

(cpoly) —
(x!z;6,(p), H H) — (6c(p),H,H")

As demonstrated in (e) and (f), both of the terms d,(x!z;p) and z!z;d-(p) initially
only afford the z!z transition and they converge to the same expression after taking this
transition:

(bc(atz;p), H, H') 25 (52(p), H, H') 0o

zlz

(2'2;6,(p),0 s H H'Y = (6.(p), H,H")

Case (4): at £ refg, ,

The derivations of d.(rcfg, , ;p) are as follows:

(2)

(rCfgxl) rcfg(x,z)
(refg, . ;p, H,H') — (p,H,H'")

(%)

rcfg(x,z
(x,2)

(0c(refg, .;p), H, H') (6c(p), H, H')

The derivations of refg, ;0.(p) are as follows:

(h)

(rCfgx,z) rcfg(x,z
fg(x,z)

(rCfgx,z ;55(])),[‘[, H,) (6£(p)vHv H/)
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As demonstrated in (g) and (h), both of the terms d.(rcfg, ,;p) and rcfg, ,;0.(p)
initially only afford the rcfg(x,z) transition and they converge to the same expression
after taking this transition:

rcfg(x,z)
T

(5£(r0fgac,z;p)aHaH/) (5£( )7H7HI)

(105)

rcfg(x,z)
—_—

(I‘Cfgw’z;(s[;(p),H,Hl) (5£( )7H7Hl)

Therefore, if at ¢ £, by (102), (103), (104) and (105) it is straightforward to conclude
that the following holds:

(0c(at;p)) ~ (at;0(p)) (106)

Axiom under consideration:
oc(at;p)=Lifate £ (57) (107)

Observe that according to the semantic rules of DyNetKAT, the term 1 do not afford
any transition. Furthermore, if the condition at € L is satisfied, then the term d.(at ;p)
also does not afford any transition. Therefore, if at € £, the following trivially holds:

oc(at;p) ~ L (108)

Axiom under consideration:

de(p®q) =6c(p) ®dclq) (0) (109)

for p,q € DyNetKAT. According to the semantic rules of DyNetKAT, the following are

the possible transitions that can initially occur in the terms d,(p @ ¢) and d.(p) ® 0.(q):

{(1) (p, Ho, HY) = (¢, Hy, HY)
(2) (q7H07H0) (q HhHl)

v = (o,0") | zlz | 27z | refg(x, z)

Case (1): (p, Ho, Hy) = (p', H, HY)

The derivations of d.(p @ q) are as follows:
(a)
(p, H0>H0) (p Hy, Hj)
(pEBq,HmHO) (p', Hy, Hy)
K (62(p ® q), Ho, Hy) = (52(p'), Hy, HY)

The derivations of d.(p) ® d.(q) are as follows:

(b)

(cpol g)

(p, Ho, H)) = (p', H1, H})
(5£(p)7H0a H(/)) l> (5ﬁ(p/)7H17 H{)

(62(p) ® 6.(q), Ho, Hy) = (52(p'), Hy, HY)

(9)

(cpol_g)
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As demonstrated in (a) and (b), if (p, Ho, Hj) = (p/, Hy, H}) holds then both of the
terms 9. (p @ q) and d.(p) ® d.(q) converge to the same expression with the + transition:

(513(]9@ q)7HO7H(/)) l> (5[1(]?/),H1,H{)

(110)
(6(p) @ 62(q), Ho, Hy) = (5(p'), Hy, HY)

Case (2): (q, Hy, H)) z, (¢', Hy, HY)

The derivations of d.(p @ q) are as follows:
(c)
(¢, Ho, Hy) = (¢', Hy, H7)
(p @ q, Ho, Hy) = (¢, Hy, HY)
O et 0y o ) 2 Gela'). 1. )
The derivations of d.(p) ® d.(q) are as follows:

(d)

(cpols )

(q7 H07 H(l)) l> (ql7 H17 H{)
(62(q), Ho, Hy) = (8c(d'), Hy, H7)
(62(p) ® 0c(a), Ho, Hy) = (3c(q'), Hi, HY)
As demonstrated in (c¢) and (d), if (¢, Ho, H)) = (¢, H1, H}) holds then both of the
terms 02 (p @ ¢q) and d.(p) B d.(q) converge to the same expression with the + transition:
(5[(}3@(]),1{07}[6) (5£(q/)7HlaH{)

” (111)
(62(p) @ 6(q), Ho, Hy) = (52(d), Hy, H1)

(cpolg_)

Therefore, by (110), and (111) it is straightforward to conclude that the following holds:

(6c(p®q)) ~ (0c(p) ®oc(q)) (112)

Axiom under consideration:

mo(p) =L (Ilo) (113)

for p € DyNetKAT. Observe that according to the semantic rules of DyNetKAT, the
terms 7o(p) and L do not afford any transition. Hence, the following trivially holds:

mo(p) ~ L (114)

Axiom under consideration:
m(L)=L1 (II1) (115)

for n € N. Observe that according to the semantic rules of DyNetKAT, the terms 7o (L)
and | do not afford any transition. Hence, the following trivially holds:

(L) ~ L (116)
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Axiom under consideration:

Tosi(atsp) = atsma(p) (IL) (117)

for at € {a -7, 272, 2!2,refg, .}, 2z € NetKAT 9P 5, € N and p € DyNetKAT. In the
following, we make a case analysis on the shape of at and show that the terms 7,41 (at; p)
and at ; m,(p) are bisimilar.

Case (1): at =2 a -7

Consider an arbitrary but fixed network packet o, let S,, = [a-7](0::()). The derivations

of mp1((a - m);p) are as follows:
(a)

For all 0’ € Sar : (cpol’ )

(a-7)ipyo s HH) 22 (o H o' 2 HY)

(ﬂ-) (0.70./)

(Tpe1((a-7)5p),0 s HYH') —= (m,(p),H,0’ :: H)
The derivations of (« - 7);m,(p) are as follows:
(b)

For all ' € S, :  (cpol”))

—

(a-m)ima(p)so s HH') CTh (m,(p), Hyo' 3 HY)

As demonstrated in (a) and (b), both of the terms 7,41 ((e - 7);p) and (- 7) ;7. (p)
initially only afford the same set of transitions of shape (0,0’) and they converge to the
same expression after taking these transitions:

(mpns1((a-7);p),o:: HH) M> (mn(p), H,o' :: H') (118)

(0,07)

((a-7);mn(p), o HYH'Y — (7,(p),H,0’ :: H')
Case (2): at = 272

The derivations of m,41(z?z;p) are as follows:

(c)

(cpol,)
(z?z;p,0:: H H') — (p,H, H')

(ﬂ-) z?z

(tnt1(2?25p), H, H') — (mn(p), H, H')
The derivations of x?z;d.(p) are as follows:

(d)

(cpol?)

z?z

(2?27 (p), H,H') — (mn(p), H,H")

As demonstrated in (¢) and (d), both of the terms m,11 (272 ;p) and x?z; 7, (p) initially
only afford the x7z transition and they converge to the same expression after taking this
transition:

(Tp1(272;p), H H') Z25 (7, (p), H, H')

, (119)
(x?2;m0(p), H,H') == (mn(p), H, H')
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Case (3): at = 2!z

The derivations of 7,41 (z!z;p) are as follows:

()

(cpoly)

z!lz

(zlz;p, H,H") — (p, H, H')

(m) e
(71'n+1(17!2 ;p)v Hv H,) L_) (ﬂ_n(p)a Ha H,)

The derivations of z!z; m,(p) are as follows:

(f)

(cpoly) -
(zlz;mn(p), H, H') = (mn(p), H, H')

As demonstrated in (e) and (f), both of the terms 7,41 (z!z;p) and 2!z ; 7, (p) initially
only afford the x!z transition and they converge to the same expression after taking this
transition:

x!lz
(Tny1(zlz5p), H, H/) — (mn(p), H, H/)

, (120)
(IIT!Z;Wn(p),H,HI) ﬁ (ﬂ—n(p)ﬂHﬂH/)
Case (4): at £ rcfg, ,

The derivations of m,(rcfg, , ;p) are as follows:

(2)

(rCfgxz) refg(x,z)
I

(rcfgx’z ;p, H, HI) (pv H, Hl)

(6) rcfg(x,z)
<7rn+l(rCfg;E7z 7p)7 H7 Hl) —

The derivations of refg, . ;m,(p) are as follows:

(h)

(mn(p), H, H')

(rCfgx,z) rcfg(x,z
fg(x,2z)

(refg, . ;m(p), H, H') (mn(p), H, H')

As demonstrated in (g) and (h), both of the terms 7, (rcfg, . ;p) and refg, . ;7. (p)
initially only afford the rcfg(x,z) transition and they converge to the same expression
after taking this transition:

(7Tn+1(rcfgw,z ;p),H, H’) M

(rCfgx,Z ’ Tn (p)a Ha H/)

mo(p), H, H'

(mn (P) ) (121)
rcfg(x,z)
%

(mn(p), H, H')

Therefore, if at € £, by (118), (119), (120) and (121) it is straightforward to conclude
that the following holds:

(mnt1(at;p)) ~ (at;mn(p)) (122)
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1411 Axiom under consideration:
1612 Tn(p @ q) = mn(p) ®mnlq) (T) (123)
1413 for p,q € DyNetKAT. Observe that if n = 0, then both of the terms do not afford any
1414 transition and bisimilarity holds trivially. If n > 0, according to the semantic rules of
1415 DyNetKAT, the following are the possible transitions that can initially occur in the terms
1416 Tn(p @ q) and 7, (p) ® 7, (q):

(1) (p, Ho, Hy) = (¢, Hn, H})
1417
1418 (2) (q,Ho,Hé) l> (q/’HlvHi)

1410 v u=(o,0") | zlz | 2?2 | refg(x, z)

1420 Case (1): (p, Ho, H)) L (p/, Hy, H})
1421

1422 The derivations of m,(p @ q) are as follows:
(a)
Ho, H)) 5 (p', Hi, H]
(Cp017@) (p7 0 (])I »Y(p ) : 1, 1)/
1423 (P@q,HoaHo) — (valaHl)

™)
(ﬂ-n(p@ Q)7H07H(/)) l> (ﬂ-n—l(p/)aHlvH{)

1924 The derivations of m,(p) ® m,(q) are as follows:

(b)

(7T) (p7H07H(l)) l> (plleaH{)
1425 (Wn(P),HmH(l)) N (Wn—l(p/)leaHi)
(cpol g) — - -
(ﬂ-n(p) @Trn(q)aHOaHO) — (7Tn_1(p )7H1,H1)

1026 As demonstrated in (a) and (b), if (p, Ho, Hj) = (p/, Hy, H}) holds then both of the
1427 terms 7, (p ® q) and 7, (p) ® 7, (q) converge to the same expression with the v transition:

1428

(ﬂ-n(p@Q)vaH(/J) ( 1(p/),H1,H1)

:) e (124)
(ﬂ-n(p) GBWn(q)vH(%H(S) - (ﬂ-n—l(p/)’HhH{)

1429

1430 Case (2): (¢, Ho, H)) 5 (¢, Hy, H})

1431

1432 The derivations of m,(p @ q) are as follows:
()
Ho, H)) & (¢, Hy, H;
(CPOI@i) (qa 05 O),_>V(q ) , 1, 1)/
1433 (p @ q, Ho, Hy) — (¢', H1, Hy)

)
(ﬂ-n<p@ Q)aHf)?H(l)) l> (Tfn_l(q/),Hl,H{)

1434 The derivations of m,(p) ® m,(q) are as follows:
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(d)

(7T) (Q7H07H(l)) l> (qlleaH{)
1435 (mn(q), Ho, Hy) = (mn1(q), Hy, HY)
(cpolg ) = p p
(mn(p) ® mn(q), Ho, Hy) — (mn—1(q"), H1, Hy)

1436 As demonstrated in (c¢) and (d), if (¢, Ho, H)) = (¢, H1, H}) holds then both of the
1437 terms 7, (p @ q) and 7, (p) ® 7, (q) converge to the same expression with the v transition:

1438

(Trn(p@q)vHOaH(/)) l> (ﬂ-n—l(q/)aHhH{)
1439 (125)
,

(ﬂ-n(p)@ﬂ-n(Q)vHOaH(/)) (WrL—l(q/)aHhH{)
1440 Therefore, by (124) and (125) it is straightforward to conclude that the following holds:

14 (mn(p® q)) ~ (mn(p) © mn(q)) (126)
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