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In this paper we introduce a notion of counterfactual causality in the Halpern and Pearl sense that
is compositional with respect to the interleaving of transition systems. The formal framework for
reasoning on what caused the violation of a safety property is established in the context of labeled
transition systems and Hennessy Milner logic. The compositionality results are devised for non-
communicating systems.

1 Introduction

Determining and computing causalities is a frequently addressed issue in the philosophy of science and
engineering, for instance when causally relating system faults to system failures. A notion of causality
that is frequently used in relation to technical systems relies on counterfactual reasoning. Lewis [[19]]
formulates the counterfactual argument, which defines when an event is considered a cause for some
effect, in the following way: a) whenever the event presumed to be a cause occurs, the effect occurs as
well, and b) when the presumed cause does not occur, the effect will not occur either (counterfactual
argument). Counterfactual reasoning hence requires the consideration of alternative worlds: one world,
corresponding to one program or system execution in software and systems analysis, where both the
cause and the effect occur, and another world in which neither the cause nor the effect occur. Cause and
effect are assumed to be temporally ordered.

In their seminal paper [12]], Halpern and Pearl argue that the simple Lewis-style counterfactual ar-
gument cannot explain causalities if the causes correspond to complex logical structures of multiple
events. Halpern and Pearl define a notion of complex logical events based on boolean equation systems
and propose a number of conditions, called actual cause (AC) conditions, under which an event can be
considered causal for an effect. The AC conditions encompass a couterfactual argument.

The Halpern and Pearl model of actual causation has been related in various forms to computing
systems. Most relevant for our work is the work on causality checking [[17, [16] which interprets the
Halpern and Pearl event model and notion of actual causation in the context of the transition system and
trace model for concurrent system computations. In addition to the Halpern and Pearl model, in causality
checking the order of events as well as the non-occurrence of events can be causal. An implementation
of causality checking using explicit-state model checking [18] as well as SAT-based bounded model
checking [3]] have been provided. The causality checking approach has been applied to various case
studies in the area of analyzing critical systems for safety violations. In this setting, an ordered sequence
of events is computed as being the actual cause of a safety property violation. In safety engineering the
safety property violation is usually referred to as a hazard. The computed causalities will be displayed
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2 (De-)Composing Causality

as fault trees complemented by temporal logic formulae which specify the order in which causal events
occur.

The objective of this paper is to consider the notion of counterfactual causality reasoning and actual
causation in the context of labeled transition systems (LTS’s). In our setting the LTS’s represent system
models and Hennessy Milner logic (HML) [[13]] formulae specify the system properties for whose viola-
tion actual causes are sought. We also establish first results on computing causalities in this setting using
(de-)compositional verification.

Our notion of causality complies to the characteristics of “actual causation” proposed in [12] and
further adapted to the setting of concurrent systems in [16]. Intuitively, an execution within an LTS is
causal whenever it leads to a state where a certain effect, or hazard, is enabled. We handle effects such as
the violation of a safety property expressed in HML. Moreover, our definition includes a counterfactual
test witnessing that a certain LTS execution L is causal for the occurrence of an effect E if and only if,
were L not to happen, £ would not occur either. Additionally, our definition exploits what is referred
to as the “non-occurrence of events” in [16], and identifies relevant system execution fragments that,
whenever performed, change the occurrence of the effect from true to false. Then, similarly to the
approaches in [[12}[16], our definition indicates that a setting that does not include the relevant executions
discussed above has no influence on the effect as long as the causal events are present. Finally, we require
causal executions to be minimal.

We establish the compositionality results with respect to the interleaving of LTS’s, thus shifting the
fault localization issue to the level of smaller interleaved components. The current approach only handles
non-communicating LTS’s. As an immediate extension of our approach, we would like to extend it to
communicating LTS’s by adopting ideas from [, [7]] (please see the conclusions section for more details
on this extension).

Related work. Lewis-style counterfactual arguments have become the basis for a number of fault anal-
ysis, failure localization and software debugging techniques, such as delta debugging [25]], nearest neigh-
bor queries [22], counterexample explanation in model checking [11}/10] and why-because-analysis [14].

(De-)compositional verification has been studied in various contexts, such as model-checking [2,
5l 24]] and model-based conformance testing [21), 23]]. Our approach is based on our earlier work on
decompositional verification of modal mu-calculus formulae [1]. Regarding compositional verification
of causality, we are only aware of the line of work by GoBler, Le Métayer, and associates such as [, 16,
7,19]. In the remainder, we review [8]] and [7] as two closely related examples in this line of work.

In [8], the authors define three trace-theoretic notions of causality for safety properties and provide an
assume guarantee framework which allows for decomposing the identification of causes. They also pro-
vide decidability results. Their approach substantially differs from ours: firstly, we combine the different
aspects of causality (positive causality, counterfactual, non-occurrence of events, and minimality) in one
definition while in [8] a subset of these aspects is considered in three different definitions. Secondly, the
approach of [8] relies on an assume-guarantee style of specifying the properties, with given LTS models
for assume and guarantee contracts, while we rely on the alphabet of the system in decomposing the
modal property and its cause. Our approach is in its early stages of development and the approach of [8]]
has been worked out in various directions. For example, [8] supports interaction models and is equipped
with complexity and decidability results.

In [[7], a de-compositional approach to a detecting a trace-based notion of causality is proposed. To
start with a failed trace of the system, i.e., a counter-example of the property at hand, is consider and
subsequently it is analyzed how the alternative possible behaviors of the different components may lead
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to failed traces. In our approach, however, we do not start from a system-level counter-example: we aim
at decomposing the modal formula for the property, so that all counter-examples are generated locally
from the component specifications. Our initial results reported in this paper only concern interleaving
components for which a very neat decomposition can be obtained, but our long-term vision is that modal
decomposition will enable mechanized decomposition of the modal formula for communicating compo-
nents, following the approach of [[15, [1].

A trace-based approach to identifying causality for failures of interleaved systems has been recently
introduced in [4]]. In short, the authors propose a method for identifying event sequences that frequently
occur within failing system executions, thus possibly revealing causes for system failures. One of the
main differences with our approach is that in [4] system events are parameterised by thread identifiers,
program and memory locations, while we consider more abstract events ranging over alphabets denoting
(atomic) system actions. Nevertheless, the idea of using thread identifiers might be worth exploited in
the context of extending our current work to the setting of concurrent, communicating LTS’s.

Paper structure. In Section [2| we provide a brief reminder of HML, LTS’s, and introduce LTS com-
putations. In Section [3| we introduce our notion of causality and provide a series of examples motivating
and explaining our definition. In Section 4| we discuss the (de-)compositionality results for causality.
In Section [5| we conclude and provide pointers to further developments. More detailed proofs of the
compositionality results are provided in Appendix

2 Preliminaries

Let A be a possibly infinite set of labels, usually referred to as alphabet. Let (—)* be the Kleene star
operator. We use w,wq,wp, ... to range over words in A*. We write € for the empty word and wa for the
word obtained by concatenating w € A* and a € A. We call a sub-word of a word w a word w' obtained
by deleting n letters (n > 1) at some not-necessarily-adjacent positions in w, written w' € sub(w). The
empty sequence € is a sub-word of w.

Definition 1 (Labeled Transition Systems). A labeled transition system (LTS) is a triple (S,so,A,—),
where S is the set of states, so € S is the initial state, A is the action alphabet and —C S x A X S is the
transition relation.

We write — C S X A* x S, to denote the reachability relation, i.e., the smallest relation satisfying:
—, and p_w»”lwa p,i”’".

PP p—>p"

The set of actions that can be triggered as a first step from s € S is denoted by init(s): init(s) = {a €
Al €S s S}
Definition 2 (Computations). Let [—] be a list constructor. We write 9 = [wy, ..., wy| for a finite list of
words w; € A*, with 0 < i < n. A notation of shape 9 = [wg, w1, ...] refers to an infinite list 2 of words
w; € A¥, for i > 0. We write [| to denote the empty list. Moreover, we write w : 9 as an alternative to a list
with w as the first element, and 9 the “remaining” elements; for instance, wy : [wa,w3] = w1, wa, w3].
We say that lists 9, . .., 2, are size-compatible if they are finite lists of the same length, or if they are all
infinite lists. For instance, (] and [| are size-compatible, [wy, w1, w>) and [w(,, W), w}] are size-compatible,
[wo,w1,...] and [wy, W), ...] are size-compatible, whereas [] and [w] are not size-compatible.

Consider an LTS T = (S,s0,A,—) and w € (S X A x [A*])* X S a sequence

(S()lev @0)7 s (Sn7ln7‘@l’l)7sn+1
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over states s; € S, actions l; € A and sets of words 9; C A*, for 0 < i < n. Whenever 9, ..., %, are size-
compatible, we write traces((lo, 2) - . . (ln, Zn)) or, in short, traces(T), to denote the pairwise extensions
of ly...l, with words from 9y, ..., 9, as follows:

traces((lo,[])... (L, []) = {lo...In}
traces((lo,wo : 20) ... (ln,wn: Dn)) = {lowo...Lywn} Utraces((lo, ) - .. (In, Zn))

For instance, traces((a, [Wa0,Wa1,Wa2)), (b, [€,€,€]), (¢, [€,We1, €])) = {awaobc, awa1bew,r, awabc}, for
a,b,c €A and wu,Wa1,Wa2,We1 € A%,
We say that & is a computation of T whenever the following hold:

lo Iy
® S0 —S1... = Snu+1,
* D,..., 9, are size-compatible, and
o for all w € traces(r) there exists s € S such that sy —» s.

A computation consisting of only one state s is called trivial computation. We use @, UL, ... to range over
computations.

The set of sub-computations of T = (50,10, 20),-- - (Snsl0, Zn),Sn+1, denoted by sub(T) is the set of
all computations T’ = (50,1, Zy), - Sms s D)+ Sy Such that Ijy.. .1, € sub(ly...1,). Note that all
elements of sub(m) should be computations themselves.

For an intuition, size-compatible lists %, ..., Z, encode the pairwise extensions of execution traces
ly...I, in T that always disable a certain effect. Given a computation (so,l, 20),- - -, (Snslns Dn), Snt1 as
above, sequences w = lowy . .. [,w, € traces((lo, D) ... (I, Z,)) determine executions sy — s in T, such
that the effect does not occur in s. In our framework, occurrence of effects is formalised in terms of
satisfiability of formulae in Hennessy Milner logic [[13]].

Definition 3 (Hennessy-Milner logic). The syntax of Hennessy-Milner logic (HML) [13)] is given by the
following grammar:

¢ yu=T [ (¢ | [ao [ -9 | oA Y | oVYy  (acA).

We define the satisfaction relation F over LTS’s and HML formulae as follows. The alphabet of a
formula ¢, denoted by alphabet () is the set of actions that appear in @.
Let T = (S,s0,A,—) be an LTS. Let ¢, ¢’ range over HML formulae. It holds that:
sET forallseS
s E —¢ whenever s does not satisfy ¢@; also written as s & ¢
sE@A¢ ifand onlyif s E ¢ and s = ¢’
sE@V@ ifandonlyif sk ¢ orsE ¢’
st (a)¢ if and only if s % s’ for some s’ € S’ such that s’ & ¢
sk [a]¢ if and only if s’ = ¢ for all s’ € S’ such that s % s’

3 Defining Causality

We further provide a notion of causality for LTS’s. The effects that we consider are safety properties
expressed as HML formulae. Examples motivating and explaining each of the items of our definition are
given towards the end of this section.

Our notion of causality complies with that of actual causation” proposed in [12] and further adapted
to the setting of concurrent systems in [16]:
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e Intuitively, AC1 in Definition {4 states that there must be a setting, or an execution within the LTS
under consideration, that determines an effect, or a hazardous situation in which a safety property
is violated.

e AC2(a) identifies a setting in which the effect does not occur. This is the counter-factual part of
our definition.

e AC2(b) indicates that, as long as the causal events are present, a setting that does not include the
relevant executions discussed above has no influence on the effect.

e AC2(c) corresponds to the so-called “non-occurrence of events” in [[16], and identifies relevant
system execution fragments that, whenever performed, change the occurrence of the effect from
true to false. Intuitively, the aforementioned execution fragments are causal by their absence: the
effect is enabled only within settings in which the fragments are not executed by our LTS.

e AC3 corresponds to the minimality condition in both [[12] and [16].

The approach in [[16] also exploits an ordering condition (OC) that identifies whether the order in
which certain events are executed is causal with respect to a given effect, or not. Our framework does not
explicitly handle such orderings. Nevertheless, for non-interleaved systems, such orderings are implicitly
captured by sequences [y .../, determined by causal computation as in Definition[d Additionally, as also
discussed in Remark (1| the compositionality results in Section {4 can alleviate the ordering issue for
certain kinds of effects in the context of interleaved systems.

Definition 4 (Causality for LTS’s). Consider a transition system T = (S,s0,A,—); causal traces for
an HML property ¢ in T denoted by Causes(§,T) is the set of all computations © = (so,lo, ), -- -,
(Snslny D), Snv1 € (S X A X [A*])* X S such that

I Ly .. .
e Spt1 N Sp1 F @ (Positive causality, ACI),

2. dyeA*, s €S N N A= —¢ (Counter-factual, AC2(a)),

~

3.V =loxo--lnyn € {lo-.. 1.} U (A" \ traces((lo, Do) .. (In, Zn))), s €S : 5o i,» s =5 FE¢
(Causality of occurrence, AC2(b))

4. Vy' e traces((lo, 20) - (I, Zu)) \{lo...1.},s €S:so Koo = E —¢
(Causality of non-occurrence, AC2(c))

5. Va' € sub(m) : ' does not satisfy items 1. — 4. above (Minimality, AC3)

Definition 5 (Causal projection). A causal projection of T = (S,s0,A,—) with respect to an HML
property ¢, is T' = (S/,50,A,—") such that S’ = {s; | 0 <i <n+ 1A (50,l0,%0),--, (SnyLns D), Sus1 €
Causes(¢,T)} and —'= {(si,li,;si41) | 0 <i <nA (50,10, 20),- - (Snylny D), Sns1 € Causes(9,T)}.

We write T |, ¢ to denote the causal projection of T with respect to ¢.

Intuitively, a causal projection is an LTS whose executions capture precisely all causal sequences
determined by computations as in Definition 4]

Next, we illustrate the different aspects of Definition 4| using the following small “canonical” exam-
ples. The first example below motivates the positive causality condition (item 1 in Definition F).

Example 1 (Positive causality). Consider the formula ¢ = (h) T, which states that action h (for hazard)
is enabled at the current state and LTS Ty depicted in Figure[I}(a).

The intuition behind the notion of cause suggests that action a should be considered a cause for
(h)T. According to Definition 4} we have that (sy9,a, [h]),s11 € Causes(¢,T). The causal projection of
T\ for ¢ is has one transition, namely, s N S11.
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Tl TQ T4

$10 820 h

a a a

S11 521 $32 S41

h h h b

S12 522 h S33 S44

(a) Action a causes (b) The occurrence of (c) The occurrence of (d) The non-

hazard h. hazard h is factual a is notcausal for haz- occurrence of bb
(trivial). ard A. is causal for hazard A.

Figure 1: Canonical examples motivating different conditions on causality

The following example motivates the non-triviality condition (item 2 in Definition ).

Example 2 (Counter-factual). Consider the LTS T» depicted in Figure[l|(b) and the same formula ¢ =
(h)T. Although trace a can lead to a state where ¢ holds, the hazard formula holds trivially everywhere
else, and hence there is no cause to be identified; we refer to Lemmall|for a formalisation.

The next two examples motivate the causality of occurrence and non-occurence, respectively (items
3 and 4 in Definition [4).

Example 3 (Causality of Occurrence). Consider the LTS T; depicted in Figure|l|(c) and the same for-
mula ¢ = (h)T. Trace a can non-deterministically lead to two states, namely s3; and s3p. The formula
holds only in one of them, namely in s31. Hence, a cannot be considered a cause for the hazard. More
precisely, if a trace is causal then its execution, or “occurrence”, always leads to a state where the

hazard holds.

Example 4 (Causality of Occurrence and Non-occurrence). Consider the LTS Ty depicted in Figure[I}(d)
and the same formula ¢ = (h)T. Trace a leads to state siy where the hazard formula holds. Trace ab
also leads to a hazardous state sq3; however, performing another b, i.e., performing the trace abb from
the initial state, removes the hazard. Hence, (s40,a,[€]),s42 is not in the set of causes for ¢, because
extending a with bb, for instance, violates ¢ and thereby violating item 3 in Definition However,
(540,a,[h,bb,bh]),s4, is a cause, because a leads to a hazard, all possible extensions of a with anything
but h, bb or bh, the only ones being € and b, also keep the hazard. On the other hand, the extensions
of a with h, bb or bh remove the hazard. Hence, h, bb and bh are the "relevant extension” that enable
removing the hazard.

The next example motivates the minimality condition, item 5 in Definition

Example 5 (Minimality Condition). Consider again the LTS T, treated in Example Computation
(s40,a, [€,€]), (s42,b, [h,b]), 543 is not a cause because it is not minimal (violating item 5 in Definition H)).
This is because its sub-computation (s40,a, [h,bb,bh]), say is a cause as illustrated in Example

Consider the LTS Ts depicted in Figure ( a) and the formula ¢ = (h)T. For instance, the compu-
tation (sso,a, [€,€,€...]), (ss1,i, [h,ih,iih...]), ss1 is not in Causes(9,Ts), because performing an i does
not change the state of the system and hence, cannot contribute to the occurrence of the hazard. Com-
putation (sso,a, [h,ih,iih, ...]), ssi, however, is in Causes(9,Ts), because it satisfies all the conditions of
the cause, including minimality.
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Ts
S50
a
i S51
h
552
(a) Action i does not (a) Trace ab is a cause
contribute to A. because trace a is not a

cause.

Figure 2: Canonical examples motivating minimality condition

Consider the LTS Ty depicted in Figure [Z](b) and the formula ¢ = (h)T. Computation (se,a,[€]),
(s63,b,[h]), ses is a cause for ¢, despite the fact that computation (se¢o,a, [h,bh]),se1 also leads to the
hazard.

This is not a violation of minimality, because (se0,a, [h,bh)),se1 does not satisfy the so-called ” Causal-
ity of occurrence” (AC2(b)) in Definition[d} as also illustrated in Example 3]

4 (De-)composing Causality

In this section we provide the main results regarding (de-)compositionality of causality. Theorem [I|states
the equivalence between reasoning on causality with respect to disjunctions ¢ VV v of HML formulae in
the context of interleaved LTS’s, and reasoning on causality with respect to ¢ or y in the correspond-
ing interleaved components. Orthogonally, Theorem 2] captures the equivalence between reasoning on
causality with respect to conjunctions ¢ A y of HML formulae in the context of interleaved LTS’s, and
reasoning on causality with respect to ¢ and v in the corresponding interleaved components. Both results
are established for non-communicating LTS’s executing disjoint sets of actions.

Our formal framework exploits standard notions of interleaving (||) and non-deterministic (+) choice
between LTS’s [20] or, more explicitly, between causal projections as in Definition[5] Consider the LTS
T = (S,s0,A,—),a€Aands,s',p,p’ €S. Then:

s||p=s"|| p whenever 55 s/ s+p s whenever s s’
a / a . [ a.
s||p—=s||p’ whenever p— p s+p— p whenever p— p'.

Consider LTS’s T = (S, s0,A4,—) and T" = (S, 5(, B,—'). We abuse the notation and write 7'||7” in
lieu of sg || s, and T+ T" in lieu of sq + 5.

With this intuition in mind, we proceed to discussing our compositionality results.

Lemma [I| provides a result that shows that reasoning on (de-)composition of causality in the context
of formulae that hold in the initial state of a system is trivial.

Lemma 1 (Immediate Causality). Consider the LTS’s T = (S,s9,A,—) and the HML property ¢. If
so F @ it holds that s) = Causes(¢9,T) or Causes(¢) = 0.
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Proof. The proof is by contradiction; we refer to Appendix |Al for the detailed reasoning. O

We call properties ¢ as above immediate effects.

4.1 (De-)Composing Disjunction

In what follows we show that reasoning on causality with respect to disjunctions of HML formulae ¢ V v
can be performed in a compositional fashion.

Intuitively, the result in Lemma[2]states that causality is preserved under disjunction of HML formu-
lae and the interleaving of non-communicating LTS’s. Or, more precisely, given two non-communicating
LTS’s T and T’ and two HML formulae ¢ and y built over their corresponding alphabets, it holds that a
cause T € Causes(¢,T) determines a cause it € Causes(¢p V y,T || T') within the interleaved LTS’s.

Lemma 2. Consider LTS’s T = (S,s0,A,—) and T' = (S, 54, B,—') such that ANB = 0. Assume two
HML formulae ¢ and y over A and B, respectively. Whenever ¢ and y are not immediate effects, the
following holds:

If = (50,0, 20); - (Snsln, Dn)sSnt1 € Causes(9,T), then there exists
=50 ] 54,00,20),--(n || So,lns Zn),Sn+s1 || 5o € Causes(¢ vV y,T || T').

Proof. The statement follows by two intermediate results.

We show how to create a computation u satisfying conditions AC1-AC2(c) in Definition {] from
7, given the hypothesis that 7 satisfies conditions AC1-AC2(c) as well. ACI is satisfied for y as a
consequence of AC1 being satisfied for 7. AC2(a) trivially holds for it as ¢ and y are not immediate
effects. Showing AC2(b) and AC2(c) strongly relies on the shape of %y, ..., Z,. The lists &; are created
in three steps.

1. We begin by simply “copying” the information in each Z; into the corresponding Z;.

2. We identify all causal traces ¥ obtained by interleaving the causal traces of & with the causal traces
determined by all computations in Causes(y,T"). We make the necessary insertions into the lists
9;, so that s are stored as causal traces of computations in Causes(¢ V y,T || T').

3. We compute all the causal traces y for ¢ V y that do not allow s;, to evolve in 7", but consist of
words in B as well. We make the necessary insertions into the lists Z;, so that x’s are stored as
causal traces of computations in Causes(¢ \V/ y,T || T'). This step guarantees that the remaining
traces in (A UB)* \ traces((ly, Do) ... (I, Z,))) are not “harmful” with respect to AC2(b) for pu,
as they never lead to s || s' F —¢ A —y.

By the above construction, AC2(b) and AC2(c) hold for p as well.

AC3 for u is proved to hold by reductio ad absurdum. In short, we show that whenever there is
u' € sub(u), such that u’ satisfies AC1-AC2(b), there exists &' € sub(m), such that 7’ satisfies AC1-
AC2(b) as well. This contradicts the hypothesis & € Causes(¢,T).

We refer to Appendix [A]for the complete proof. O

Intuitively, Lemma [3] states that causality with respect to an effect ¢ VV y in two interleaved, but
non-communicating LTS’s, is preserved by at least one of the interleaved components. Or, more pre-
cisely, given two non-communicating LTS’s 7 and T’ and two HML formulae ¢ and y built over their
corresponding alphabets, it holds that a cause u € Causes(¢ V y,T || T') within the interleaved LTS’s
determines a cause 7w € Causes(¢,T) for ¢ in T, or a cause ' € Causes(y,T') for yin T'.
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Lemma 3. Consider LTS’s T = (S,s0,A,—) and T' = (S',s{,,B,—') such that ANB = 0. Assume two
HML formulae ¢ and W over A and B, respectively. Whenever ¢ and y are not immediate effects, the
following holds:

If = (50 11 50:10:20),- - - (Sn || Spslns D)y Sust || 81 € Causes(9 NV i, T || T'), then there exists

= (S0, k)5 (Smy s D) s sn+1 € Causes(¢,T) or

w = (8,0, D), .., (Sys by Dh) Sy € Causes(y, T').

For all k <i<m: (si,l;,D;) corresponds to (s; || si,l;, ;) in W, whenever I; € A. For all p < j < g:
l(/sj,l;l, ') co;;rej[;onds to (s; || 53,15, 9' ) in p, whenever l; € B. Moreover, li...L, = ly...l, | A,

Proof. The statement follows by two intermediate results.

First, we show that one can build 7 or 7’ as above, such that 7 or " satisfy conditions AC1-AC2(c)
in Definition [4] given the hypothesis that p satisfies ACI-AC2(c) as well The reasoning for provmg
this intermediate result strongly relies on the shape of the lists &; and @ corresponding to 7 and 7',
respectively. We construct the aforementioned lists in three steps.

1. We start with empty lists Z; and §/~.
2. Then, we “encode” causal sequences € traces((lo, 2) ... (In, Zn)) \{lo .. .1} satisfying AC2(c)

by definition, into traces((lx, Zx) ... (ln,Zm)) and, respectively, traces((lé,,@i,)...(ll’l,@;)), via
the projections of ¥ on A and, respectively, B that satisfy AC2(c) as well.

3. Eventually, we “prepare” 7 for satisfying AC2(b). We identify all sequences y € A*\ traces((ly, Zx)
..(LnyZ)) that always lead to s = —¢. For each such ¥ we make the necessary insertions into
the lists ;, so that s are stored as causal traces of computations in Causes(¢,T). We repeat the
“preparation” process for 7’ as well.

Then, we show that 7 or 7" satisfy AC1-AC2(c) by reductio ad absurdum. Without loss of generality,
assume that 7 satisfies AC1-AC2(c). Showing that 7 has to satisfy AC3 as well follows by proof by
contradiction. More explicitly, we show that whenever there exists 7 € sub(7) satisfying AC1-AC2(c),
one can construct [t € sub() such that 1 satisfies AC1-AC2(c) as well. This contradicts the hypothesis
u € Causes(¢V y,T || T').

We refer to Appendix [A] for the complete proof. O

Corollary [T|states that a causal computation p with respect to an effect ¢ \V y in interleaved, but non-
communicating LTS’s, determines a causal computation 7 in the interleaved component that triggered
the first step in .

Corollary 1. Consider LTS’s T = (S,s0,A,—) and T' = (S', s{,, B,—') such that AN B = 0. Assume two
HML formulae ¢ and W over A and B, respectively. Whenever ¢ and y are not immediate effects, the
following holds:

If = (50 1] 50:10:20),- - (Su || Spslns D) Sns1 || 8),y € Causes(¢ NV y,T || T') then

e ifly € A then exists T = (g, ks Zk)s- - > (Smslms D) Sus1 € Causes(9,T); otherwise

e ifly € B then exists T = (sp,l;,,.@’) (sq,l(;,g’), i1 € Causes(y,T").

For all k <i<m: (s;,l;,D;) corresponds to (s; || si,l;, ;) in u, whenever I; € A. Forall p < j < g:
(s],l;,Q’ ) corresponds to (s; || s%,15, 7' ;) in u, whenever I; € B. Moreover, Iy...L, =ly...I, | A,
. =l...1, L B
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Proof. The result follows immediately by Lemma |3 Lemma [2] and the minimality condition AC3 in
Definition 4 O]

Lemma [ states that, as a consequence of the minimality condition, causal computations with re-
spect to effects ¢ V y in interleaved, non-communicating LTS’s capture executions of only one of the
interleaved components.

Lemma 4. Consider LTS’s T = (S,s0,A,—) and T' = (S, s,,B,—') such that ANB = 0. Assume two
HML formulae ¢ and y over A and B, respectively. Whenever ¢ and W are not immediate effects and
U € Causes(¢V y,T || T'), then either

= sk || 50+ les D)+, (S 1] 805 lns Don) s 1 1| 80, 0F

p = (so H S;,l;,@;),. - (50 H S;,l;,@é),So | s;z+1
such that, forallk <i<mand p< j<gq:s; €S, s} eSS, €A, l;- €B, 9 cA* and@} € B*.

Proof. Assume f = (50 || 54,10, 20);- -, (Sn || Siyylns D) sSns1 || Sy € Causes(¢V y, T || T"). Assume,
without loss of generality, that by Lemma 3] there exists a computation:

= (sk,lk,.@k),...,(sm,lm,ém),an € Causes(9,T)

such that for all k <i < m: (si,l,-,@,-) corresponds to (s; || 5,4, Z;) in u, whenever [; € A. Moreover,
lg...ly=1y...1, L A. Then, by Lemma it follows that there exists a computation

0= (5t |1 55 56s D) (S || Stys boss Don) s Snst || S € Causes(9V w,T || T').

Additionally, observe that i € sub(it). This violates the minimality condition AC3 for u, unless y = [i.
This proves our initial statement. O

Theorem [1]is the main result of this section. Intuitively, it states that reasoning on causality with re-
spect to an effect ¢ VV v in the context of non-communicating, interleaved LTS’s is equivalent to reasoning
on causality for ¢ or y in the context of the corresponding interleaved components.

Theorem 1 ((De-)composing Disjunction). Consider LTS’s T = (S,s0,A,—) and T' = (S',s(,B,—')
such that AN B = 0. Assume two HML formulae ¢ and v over A and B, respectively. Whenever ¢ and v
are not immediate effects, the following holds:

TT' L(9Vy) ~TLo+T L. (M

Proof. Let (S)|,s0 || s5,AUB, =) = (T || T") L (§ Vy) and (S, ,s0+50,AUB, =) = (T L ¢) +(T" L y),
respectively. The result follows immediately by Corollary [I, Lemma [4] and the semantics of the non-
deterministic choice operator (+4), where the isomorphic structure is underlined by:

fSH—>S+ f71IS+—>SH
flsolls0) = so+s [ (so+s5) = sollsp
B p if g=suAp#so 1 B pllsy if peSAp#so
flrlla) = {q if p=soNqg#s f=p) = sollp if peS Ap#s

O]

Example 6. For an example, consider two LTS’s T and T' with initial states sy and pg, respectively,
depicted as in Figure 3| Let ¢ = (h)T and y = (h')T be two HML formulae. It is straightforward to
see that T | ¢ is defined by the dotted transition sg - sy in T, whereas T' J Wwis po A P1 e D2.
The interleaving of T and T' is the LTS originating in s || po in Figure E} At a closer look, one can see
that T || T' | (¢ V W) is the transition system defined by the dotted transitions so || po -~ s1 || po and

so || po A so || p1 ==+ 50 || pa, which is obviously isomorphic with T | ¢ +T' | y.
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Figure 3: (De-)composing causality.

4.2 (De-)Composing Conjunction

In what follows we show that reasoning on causality with respect to conjunctions of HML formulae
¢ Ay can be performed in a compositional fashion.

Lemma [5states that causalities in two non-communicating LTS’s are reflected within their interleav-
ing as well.

Lemma 5. Consider LTS’s T = (S,s0,A,—) and T' = (S, s{,,B,—') such that ANB = 0. Assume two
HML formulae ¢ and y over A and B, respectively. Whenever ¢ and y are not immediate effects, the
following holds. If

T = (S, Ly Di)s -y (Sms by D) sm+1 € Causes(9,T) and

T = ($pslys Dp)s s (S lgy D) 5y € Causes(y,T') then

= (sollsp,lo,%0),--,(sul sn,l,,,@ )sSnt1 || S5y € Causes(¢ ANy, T || T)

I I : . o l
for all p such that so || sy = ...y || Sy = sps1 || Sh.q is an execution sequence in sg = ...Sm = spi1 ||

7, 4
Sty oSy =8y, and so || 5o =i || 8, s |15, = m || S swr1 18) 0 =Smet [ Shyp lo- b VA=l Dy

andlo .lniB:lI’,...l;.

Proof Sketch. The statement is a consequence of two intermediate results.

First we show that whenever 7 and 7’ satisfy conditions AC1-AC2(c) in Deﬁnition one can build u
as above, such that u satisfies AC1-AC2(c) as well. Showing that i satisfies AC1 and AC2 is immediate,
by the assumption that both 7 and 7" satisfy AC1-AC2(c) and the fact that ¢ and y are not immediate
effects. Proving that AC2(b) and AC2(c) hold for u strongly relies on the lists Z; in u. The construction
of 9;’s is as follows.
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1. We start with ;s set to the empty list [].

2. Then, note that all causal traces ) corresponding to 7 are causal for —¢ V -y as well. Hence, we
consider sequences ¥ from the interleaving of such y with ¥’ € B* and make the corresponding
additions to all &;’s, such that J is captured within traces((ly, 20) ... (l,, Z,)) as well. Symmet-
rically, repeat the procedure for all causal traces corresponding to 7’

Intuitively, this step works also as a “’cleaning” step preparing u to satisfy AC2(b) w.r.t. ¢ A y.

At this point AC2(b) and AC2(c) hold for u, by the construction of lists 9; above.

Proving minimality of u follows by reductio ad absurdum. The intuition is as follows. Whenever
there exists pt’ € sub(u) such that ' satisfies AC1-AC2(c), one can build 7 € sub(7) and &’ € sub(7’)
such that 7 and 7/ satisfy AC1-AC2(c). This contradicts the hypothesis & € Causes(¢,T) and 7’ €
Causes(y,T').

We refer to Appendix [B|for the complete proof. O

Lemma [6] states that causality with respect to an HML formula ¢ A y in the context of interleaved,
non-communicating LTS’s, determines causality with respect to ¢ and y in the corresponding interleaved
components.

Lemma 6. Consider LTS’s T = (S,s0,A,—) and T' = (S',s,,B,—') such that ANB = 0. Assume two
HML formulae ¢ and w over A and B, respectively. Whenever ¢ and y are not immediate effects, the
following holds.

Ifie=(s0]56,10,20)s -, (su || Siyslns D), Sns1 || 8y € Causes(¢ Ay, T || T'), then there exist

T = (Skslks Dk)s- -+ (Smsdmy D)y Sms1 € Causes(9,T) and
T = (Spslps Dp)s s (S lgs D)y Sy € Causes(y,T')
4 ll
where si 25 .. sy 2 Smi1 || 8, = .55, = s, | includes the execution sequence s || s, by s || s/, LN

St || Sy 1o and sic || s, = 50 || 50, sm 1| 55 = 5u | S Sme1 |1 541010 = Sutt [ Sy lew b =1o.. .1, L A and
..l =1l...1, | B.

Proof Sketch. First, we show that one can build 7 and 7’ as above, such that 7 and 7’ satisfy conditions
AC1-AC2(c) in Definition {4} given the hypothesis that u satisfies AC1-AC2(c) as well. The reasoning
for proving this intermediate result strongly relies on the shape of the lists &; and .@} corresponding to 7
and 7', respectively. We construct the aforementioned lists in three steps.

1. We start with empty lists Z; and @;.

2. Then, we “encode” causal sequences x € traces((lo, 2) .- - (1, Zx)) \ {lo...1,} satisfying AC2(c)
by definition, into traces((lx, Zk) - - - (lm, Zm)) and, respectively, traces((1,,, Z,,) - .- (I3, Z,)) as fol-
lows. Whenever ) always leads to states satisfying —¢, make the corresponding additions to Z;
such that the projection of y on A is stored within traces((lx, %) ... (Im, Dm)). Symmetrically,
repeat the procedure for causal sequences y that always lead to states satisfying —y.

3. Eventually, we “prepare” 7 for satisfying AC2(b). We identify all sequences y € A* \traces((Ix, D)
o (b, .@ﬁ)) that always lead to s F —~¢@. For each such ¥ we make the necessary insertions into
the lists Z;, so that J is stored as a causal trace of 7. We repeat the “preparation” process for 7’
as well.

Then, we show that 7 and 7’ satisfy AC1-AC2(c) by reductio ad absurdum. Showing that 7 has to
satisfy AC3 follows by proof by contradiction as well. Intuitively, we show that whenever there exists
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Tt € sub(7) satisfying AC1-AC2(c), one can construct (1 € sub(it) such that i satisfies AC1-AC2(c) as
well. This contradicts the hypothesis p € Causes(¢p Ay, T || T'). Similar reasoning for proving that 7’
has to satisfy AC3.

We refer to Appendix [B|for the complete proof. O

Theorem [2]is the main result of this section. Intuitively, it states that reasoning on causality with re-
spect to an effect ¢ A y in the context of non-communicating, interleaved LTS’s is equivalent to reasoning
on causality for ¢ and y in the context of the corresponding interleaved components.

Theorem 2 ((De-)composing Conjunction). Consider T = (S,s0,A,—) and T' = (S',s(, B, —') such that
ANB =0. Assume two HML formulae ¢ and y over A and B, respectively. Whenever ¢ and y are not
immediate effects, the following holds:

TIT'L(9Ay) = (TL9) (T L) 2)
Proof. The result is immediate by Lemma [5|and Lemma [6] O

For an example, we refer again to the LTS’s in Figure [3] The causal projection T || T’ | (¢ A y) is
.. d d
defined by the dashed/dotted transitions so || po == so || p1 -4~ s1 || p1 -5+ s1 || P2, S0 || Po """ 50 ||

D1 - 5o || p2 -%+ 51| p2 and so || po ] | po -4y g || p1 -+ s1 || p2- This is precisely the inter-
leaving of the causal projections T | ¢ and T’ | .

Remark 1. As pointed out in Section |3| the proposed notion of causality does not check whether the
order in which certain actions are executed is causal with respect to the violation of a safety property,
or not. Nevertheless, as already mentioned, for non-interleaved systems such orderings are implicitly
captured by sequences ly . . .1, determined by causal computations as in Definition 4| Additionally, in the
context of interleaved systems, the ordering information can be irrelevant. For formulae defined over
disjoint alphabets, based on the compositionality results in Theorem[l|and Theorem[2} causal reasoning
is "pushed” at the level of the interleaved components, hence the order in which these components
execute the interleaving does not matter.

5 Conclusions and Future Work

In this paper we introduce a notion of causality for LTS’s and violation of safety properties expressed
in terms of HML formulae. The proposed notion of causality inherits the characteristics of “actual
causation” proposed in [[12,[16] and, in addition, is compositional with respect to the interleaving of the
considered type of non-communicating LTS’s.

A natural extension is handling causality in the context of communicating LTS’s in the style of
CCS [20], for instance. The challenge would be to establish (de-)compositionality results whenever the
interleaved systems display internal, non-observable behaviour. The current approach relies on the fact
that the HML formulae are defined over “observable”, disjoint alphabets. However, the general modal
decomposition theorems such as those proposed in [[15, 1] do provide support for arbitrary formulae and
silent actions. This provides an interesting ground to extend our approach to communicating processes.

Of equal importance is extending our framework to handle causality for liveness properties as well.
This can be achieved via HML with recursion, which is again treated in modal decomposition approaches
).

We would also like to investigate the benefits of casting causality within a process algebraic setting.
Observe that, for instance, causal projections can be naturally expressed as CCS process terms derived
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from CCS terms for components or their underlying LTS’s. Hence, we would like to study whether a
process algebraic handling of causality provide more insight on its properties and whether causality as
described in this paper can be axiomatized.

Last, but not least, we would like to investigate to what extent our definition of causality is related to
the actual causality in [16, 3]. As already discussed in the current paper, the two notions share similar
characteristics, including causal non-occurrence of events and the ordering condition (that is implicit in
our approach). Once such a relationship is identified, one could exploit the compositionality results to
improve fault localisation in automated tools for causality checking [16, 3]].
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A (De-)Composing Disjunction — Complete Proofs

Lemma Consider the LTS’s T = (S,s0,A,—) and the HML property ¢. If so F ¢ it holds that
so = Causes(¢,T) or Causes(¢) = 0.

Proof. Assume so ¢ Causes(¢,T), hence one of the conditions in Deﬁnition is violated.

e Assume ACI does not hold. Hence, so = —¢. This violates the hypothesis. Therefore, AC1 has to
hold.

e If AC2(a) does not hold then, Vy € A*,s € S : 59 X sAsE ¢. Hence, Causes(¢,T) =0
e If AC2(b) and AC2(c) are vacuously true, as ly...[, = €.
e Condition AC3 trivially holds as well.

Hence, it follows that so = Causes(¢,T), by the items above and the minimality condition, or that
Causes(¢,T) = 0 whenever ¢ trivially holds. O

We call properties ¢ as above immediate effects.

Lemma 7. Consider LTS’s T = (S,s0,A,—) and T' = (S, s;,,B,—") such that ANB = 0. Assume two
HML formulae ¢ and y over A and B, respectively. Whenever ¢ and y are not immediate effects, the
following holds:

If = (s0,l0, %), - - (Sny L, %l),snﬂsatisﬁes ACI-AC2(c) in DefinitionH|w.r.t. ¢ V 'y, then exists
= (50| 54:l0,20),---,(su |l $b:lns Dn)ssns1 || 8 satisfying ACI-AC2(c) w.rt. ¢ V y.

Proof. We proceed by first defining the lists &;, for all 0 < i < n. Then, we show that y satisfies items
AC1-AC2(b) in Definition [4] B
The recipe” for building the appropriate Z;’s is as follows.

1. Forall 0 < i< n, define 7, = 9.

This ensures that all sequences x € traces((lo, 2) - .. (In, Zy)) satistying AC2(c) are preserved by
u as well.

2. Then, for all (so, Ly, Zp) - - - (Sps s Do) € Causes(y,T'), x' € traces((ly, Zp) - - - (L, Z,,)) and g €
traces((lo, Q) - .. (In, Dn)) consider ¥ = loX;...l.X, € x || x'. For all 0 <i < n, insert }, into Z;.
This ensures that sequences such as )’ always leading to states s || s" such that s || s E —¢ A -y,

thus satisfying AC2(c), are captured within traces((lo, 2) - . ( ns Zn)) as well.

3. Last, but not least, assume %o = ¥, : 90, ,@ =X @ For all 0 < i < n, consider }; €
xl || Iw such that [ ¢ init(s;) and lw € B*; insert ; into 2;. Recursively, repeat the procedure for
[Z N7
On the one hand, the new additions J; preserve AC2(c) for all ¥ € traces((ly, P) ... (I,, Zy)), as
I & init(s;,) and s, is not an immediate effect.

On the other hand, it is important to notice that the role of such J;’s is to guarantee that traces
x €{lo...l,} U(AUB)*\ traces((ly, 2y) - .. (In,Z»)) are not “harmful” with respect to AC2(b).
By construction, the latter traces ¥ cannot lead to states s || s’ such that s || s' E ¢ A —y, as all
possibilities of states s} # s(, to evolve this way are removed by interleaving sequences [w € B*,
where [ ¢ init(s})), with 77; € Z; as above.

The only way to evolve in 7’ is by evolving s;, but only “safely” guided by traces in )’ €
Causes(y,T'), as in step 2. above.
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At this point, the reasoning whether u complies to AC1-AC2(b) in Definition []is as follows.
e ACl1 is satisfied for u as a consequence of AC1 being satisfied for 7.
e AC2(a) is trivially satisfied for 4 as ¢ and y are not immediate effects.
e AC2(b) and AC2(c) follow by the construction of 9i’s in steps 1.-3.above.
O

Lemma 8. Consider LTS’s T = (S,s0,A,—) and T' = (S, s{,,B,—") such that ANB = 0. Assume two
HML formulae ¢ and y over A and B, respectively. Whenever ¢ and Wy are not immediate effects,
the following holds. If p = (so || $,10,20);- -+ (Su || Sislns Dn)s St || 51,41 satisfies ACI-AC2(c) in
Definitiond|w.r.t. ¢ \/ 'y, then exists

= (5,0 2k), - (Smy Ly D) Spi1 Satisfying ACI-AC2(c) w.rit. ¢V W or

= (spjl;,,@’) (sq,l:],g), w1 satisfying ACI-AC2(c) w.r.t. ¢ V .

For all k <i<m: (si,l;,D;) corresponds to (s; || si,l;, ;) in W, whenever I; € A. For all p < j < g:
(sﬁl;,@’ ) corresponds to (s; || 57,15, 9';) in W, whenever I’ € B. Moreover, Iy...Ly =ly...lI, | A,

Il =ly...l, | B.

Proof. First construct the lists Z; and glj above. Then we proceed by reductio ad absurdum.

For all k <i<mand p < j<gq, set 9D; = @lj = []. Assume, without loss of generality, that
Iy = lp € A; that is, sg “executes” the first step in y. Then, for all sequences ¥ = lpXo---luXn €
traces((lo, 2) ... (In,Zn)) \ {lo .. .}, built according AC2(c) in Definition 4] proceed as follows:

(a) For all maximal sequences lixil{, X/, ---1;x} in x insert x;(%;,; + A)...(x; } A) into 9.
(b) For all maximal sequences I/ x/li+1Xi+1--.1jx; in x consider X; = x/(Xi+1 4 B) ... (x; 4 B).
(b.1) If o € A* then, insert each of the aforementioned Z into @;.

(b.2) Else,if o | B=7 # € then, let ' =1/} Xp ;7;.
(b.2.1) IfVs'": s, NN =y then insert each of the ¥} above into their corresponding @;.
This step is to correctly “encode” causal sequences y € traces((lo, 2) - .. (In, Zn)) \ {lo-..1,} satisfying
AC2(c) by definition, into traces((l, Z) . .. (ln, Zm)) and, respectively, traces((l},,@%) e (l;,@lq)), via
the projections of ¥ on A and, respectively, B that satisfy AC2(c) as well.
Furthermore, for all sequences ¥ = loXo---luXn € {lo-..1,} U(AUB)*\ traces((lo, 20) - .. (ln, D)),
built according to AC2(b) in Definition ] proceed as follows:

(¢) For all maximal sequences [;xl} X, | l;x; in x consider %; = xi(X/ ¢A)...(;¢; L A). Let

P;.

mX - 1 Vs S0 Z s = s = —¢ then insert each of the ¥ before into their corresponding

(d) Symmetrically, for all maximal sequences Lxllividivr - Lix; let Xi = 2/ (X1 4 B) ... (x; | B).
Consider ¥’ =1/}’ )( - qu g It Vs': sg —» s’ = s’ E =y then insert each of the . before into their

corresponding 7, i
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Intuitively, steps (b) and (c), respectively, can be seen as “cleaning” steps that identify subtraces ¥ and
% of x that always lead to states satisfying —~¢ or -y, respectively. Recall that according to AC2(b), if

X =1X0-- lnxn € traces((lo, 20) ... (ln, Zn)) \ {lo...1,} then Vs,s" : s || s, Ls||d=s||SEOVY.
The constructions in (c) and (d) above ensure that, for instance, whenever the projection ¥ of ¥ on A is

”of type” AC2(c), or, more formally, Vs : sg K s=sE —¢, the information is “encoded” within the
lists Z; of 7 via the corresponding 7, as in (c). Symmetrically for the projection %’ of y on B in (d).

Forallk<i<mand p < j<gq,let 9; and @; be the lists constructed in (a)-(d). Next, in order to
prove the statement in Lemma |8, we proceed by reductio ad absurdum. Assume 7 and 7’ do not satisfy
AC1-AC2(c) in Definition @ The following hold.

1. First, observe that AC2(a) in Definition 4| is satisfied by any of 7 and 7’ as both so F —¢ and
F —w by hypothesis (¢ and v are not immediate effects).

2. Then, observe that AC2(c) is satisfied by both 7 and 7’ based on the constructions in steps (a)—(d)
above.

3. Note that ACI cannot be violated by both 7 and 7’. If AC1 is violated by both 7 and 7’ then AC1
is violated by u as well. This contradicts the hypothesis.

4. Assume ACl is violated for 7, whereas AC2(b) is violated for 7’. More explicitly:
® 5 l—k> e Sm lﬂ)snﬂ A Spp1 F 0
N — — . X
o X' =07, - e{l,...[,yU(B*\traces((1,,2,)...(I3;2,))), s : s, =»s' =5 F -y
First, note that if X = l;,...l;, we violate AC1 for . Next, let ¥ = lo)o---lui)n € b In || X

such that y # ly...1,, so || 85 LN || s" and s,41 || 8 E =9 A=y hold. As, by hypothesis, u
satisfies AC2(b), it follows that y € traces((lo, %) ... (I, 7)) \ {lo.-.l,}. Therefore, based on
the construction in (b) above, ¥’ € traces( (l;,@;) . (l,’],glq)), which is a contradiction.

5. Showing that we reach a contradiction by assuming that AC2(b) is violated for m and ACI is
violated for 7’ follows the reasoning in 4. above.

6. Assume AC2(b) is violated for both 7 and 7’. Then:
o X =1 ATy € k.. L} UA*\ traces((l, Ty) ... (s Do), 5 & S¢ 25 5 = s F
o I =17, LT, € {1 YU (B \traces((l, T,) ... (L, T)), s+ sy Lo s’ = o =y

If 7 = Ii...1L, or, respectively, ¥’ = l’ 11/1’ we reach a contradiction based on 4. or, respectively,

5. above.

For the rest of the cases, let ¥ = lpXo-..l.Xx € X || X such that sg || s{, K s || s and s || s E —¢ A
-y hold. As, by hypothesis, i satisfies AC2(b), it follows that x € traces((lo, %) - .. (I, Zn)) \
{ly...1,}. Then, by the construction in (a) above, it follows that ¥ € traces((lx, Zx) ... (Ln, D))

ory € traces((l},@;) e (l;,@;)), which is a contradiction.
At this point we showed that no matter how 7 and 7’ violate AC1-AC2(b), we reach a contradiction.

It is, therefore, clear that our initial assumption that none of T = (sg,l, Z1),- -, (Smsln, Pm),Sns1 OF

= (sp,ll’,,§;), (50,1, D' )5, satisfies AC1-AC2(c) was wrong. O

Lemma 2, Consider LTS’s T = (S,s0,A,—) and T" = (Y, s(, B, —') such that ANB = 0. Assume two
HML formulae ¢ and y over A and B, respectively. Whenever ¢ and y are not immediate effects, the
following holds:



G. Caltais & S. Leue & M.R. Mousavi 19

If T = (50,0, 20); -+ (Snsln Dn) s Sn+1 € Causes(¢,T) then exists
u= (SO H 56;10790),~--7(Sn H s67l”7‘@")7sn+1 H S6 = Causes((p\/y/,T H Tl)

Proof. By Lemma [/|it follows that we can build a computation p as above, satisfying AC1-AC2(c) in
Definition 4

In order to show that u satisfies AC3 as well, we proceed by reductio ad absurdum. We assume
that there is u’' € sub(u) satisfying AC1-AC2(c). In this case, one can easily construct from u’, by
Lemma a computation 7’ € sub(r) that satisfies AC1-AC2(c). This would contradict the hypothesis
7 € Causes(¢,T), hence u satisfies AC3.

We conclude that i € Causes(¢ vV y,T || T'). O

Lemma 3| Consider LTS’s T' = (S, s9,A,—) and T’ = (S, 5;,,B,—') such that ANB = 0. Assume two
HML formulae ¢ and w over A and B, respectively. Whenever ¢ and y are not immediate effects, the
following holds:

If = (50150:0:20):-- - (Sn || S lns D) s Sns1 || )y € Causes(¢ vV y, T || T') then exists
= (si,lx, D), (sm,lm,@ ), Snt1 € Causes(9,T) or
w = (8,0, D)), ., (Sl D)), Sy € Causes(y, T').

prip g g ) n+

For all k <i < m: (s;,l;,%;) corresponds to (s; || si,1;,Z;) in 1, whenever [; € A. Forall p < j < g
(sj,l;,.@’ ) corresponds to (s; || 5,13, %';) in i, whenever I; € B. Moreover, l...Ly = lp...l, L A,
0ol =ly...I, | B.

p
Proof. By Lemma 8| we can show that there exists 7 or 7’ satisfying AC1-AC2(c) in Definition[4] as the
cause U satisfies AC1-AC2(c) by hypothesis.

Moreover, note that AC3 cannot be violated by any of 7 and 7r’. Without loss of generality, assume,
by contradiction, that 7 violates AC3. Equ1valently, for k < r and t < m, there exists a computation

= (s, 1y, @ ) N 9,) s;+1 € sub(7) such that 7 satisfies conditions AC1-AC2(c) in Deﬁmtlon

By following the “recipe” in the proof of Lemma 7| steps 1.-3., we can build a computation i = (s, ||
80, 1rs D), (s || 8o, 11, D)ssiv | sy € sub(), satisfying conditions AC1-AC2(c) as well. This violates
the minimality of p, hence contradicting the hypothesis u € Causes(¢ vV y,T || T').

We conclude that ¥ € Causes(¢,T) or © € Causes(y,T'). O

Corollary[1} Consider LTS’s T = (S, s0,A,—) and T’ = (S, 5, B,—’) such that AN B = 0. Assume two
HML formulae ¢ and y over A and B, respectively. Whenever ¢ and y are not immediate effects, the
following holds:

If = (50 |]50:00,20), - (0 || Sy lns D) s st || 841 € Causes(¢ V y,T || T') then

e if [y € A then exists T = (sx, Lk, Zk),-- - > (Smybms D) Sni1 € Causes(¢,T); otherwise

o if g € B then exists T’ = (s),,1,, 7)), ..., (s, 1}, D)), s}, | € Causes(y,T").

For all k < i < m: (s;,1;, ;) corresponds to (s; || s%,1;, Z;) in 1, whenever [; € A. Forall p < j < g:
(s% 1, 9 ) corresponds to (s; || 7,15, 9';) in u, whenever I € B. Moreover, Ix...Ly = ly...I, | A,
lp. z .1, B.

Proof. The result follows immediately by Lemma |3 Lemma [2] and the minimality condition AC3 in
Definition [4 O
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Lemma [ Consider LTS’s T = (S,s0,A,—) and T" = (§', 5, B,—') such that AN B = (. Assume two
HML formulae ¢ and y over A and B, respectively. Whenever ¢ and y are not immediate effects and
p € Causes(¢ vV y,T || T'), then either

u= (sk H S()alk’@k)v"-v(sm || s()alma-@m)ysnﬂ || 56, or
U= (SO H 5;71277@;7)7"'7(50 H S;,l;,_@;),SQ H S;H-l'

such that, forall k <i<mand p < j < g: siES,s}eS’, I, €A, Z;EB, 9; € A* and@}EB*.

Proof. Assume [ = (50 || 54,10, 20);- -, (Sn || Sy lns D) s Sns1 || Sysy € Causes(¢V y, T || T”). Assume,
without loss of generality, that by Lemma 3| there exists a computation:

T = (sk,lk,ék),...,(sm,lm,@m),an € Causes(¢9,T)

such that for all k < i < m: (si,li,.@i) corresponds to (s; || sﬁ,l,-,@,) in i, whenever [; € A. Moreover,
iy =1lo...1, | A.
Then, by Lemma 2] it follows that there exists a computation

~

= (551 8l 1) (S || 50, s D)8 || 8y € Causes(9 vV y,T || T').

Additionally, observe that [ € sub(ut). This violates the minimality condition AC3 for u, unless pt = [I.
This proves our initial statement. O

Theorem|[1] Consider LTS’s T = (S,s50,A,—) and T’ = (S, s, B,—’) such that AN B = 0. Assume two
HML formulae ¢ and y over A and B, respectively. Whenever ¢ and y are not immediate effects, the
following holds:

TT' L(9VY) ~TLo+T L. 3)

Proof. Let (S50 || s, AUB, =) =(T || T") L (¢ V) and (S ,s0+50,AUB, =) = (T | ¢)+(T" L w),
respectively. The result follows immediately by Corollary (1}, Lemma [4| and the semantics of the non-
deterministic choice operator (+4), where the isomorphic structure is underlined by:

f:SH—>S+ f_lig_i_—)SH
flsollso) = so+sp ' so+s5) = sollsg
B p if g=sGAp#so . - pllsy if peSAp#so
flrlla) = {q if p=soNqg#s =) = sollp if peS Ap#s
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B (De-)Composing Conjunction — Complete Proofs

Lemma 9. Consider LTS’s T = (S,s0,A,—) and T' = (S, s{,,B,—') such that AN B = 0. Assume two
HML formulae ¢ and y over A and B, respectively. Whenever ¢ and y are not immediate effects, the
following holds.

If 1= (50 || 50,10, 20), - (sn || Sy lns D) sns1 || Sy satisfies ACI-AC2(c) in Definition W] w.r:t.
O N\, then there exist

T=(Skslis Dk)s -y (Smy Iy D), sm+1 satisfying ACI-AC2(c) in Deﬁnitionlw rt. ¢ and

T = (Spslps Dp)s- s (Sqlgs D) s Sy Satisfying ACI=AC2(c) in Deﬁmtwnlwrt v

I I o, . R s
where s = ...Sp I, Smi1 || 8 = .5l = Sy41 includes the execution sequence so || s = ...su || s, =

Snt1 || Shp s andsk Hs =50 Hso, Sm Hs;:sn || S0 Smt1 Hs:]+1 = Snt1 || Sh s lk...lm:lo...l LA and
U1 =1ly...I, | B

Proof. We proceed by first building the lists &; and .@J’- as above.
1. We start with empty lists ; and /.

2. Then, we “encode” causal sequences x € traces((lo, 2) ... (1, Zx)) \ {lo .. .1,} satisfying AC2(c)
by definition, into traces((lx, Zk) - - - (ln, Zm)) and, respectively, traces((1),, 2,,) ... (I3, 7)) as fol-
lows. Whenever ) always leads to states satisfying —¢, make the corresponding additions to Z;
such that the projection of ¥ on A is stored within traces((lk, %) ... (In, Dm)). Symmetrically,
repeat the procedure for causal sequences y that always lead to states satisfying —y.

3. Eventually, we "prepare” 7 for satisfying AC2(b). We identify all sequences y € A* \traces((Il, D)
o, @ﬂ)) that always lead to s F —¢. For each such ¥ we make the necessary insertions into
the lists Z;, so that J is stored as a causal trace of 7. We repeat the “preparation” process for 7’
as well.

Note that AC1 holds for both 7 and 7’ as AC1 holds for u, by hypothesis. Then, note that AC2(a)
trivially holds for 7 and 7’ as ¢ and y are not immediate effects. Additionally, observe that AC2(c)
holds for 7 and 7’ by the definition of Z;’s and ;s as above.

Further, assume, without loss of generality, that [y € A. Hence, AC2(b) holds for 7 by the construction
of lists ,’s and by the fact that u satisfies AC2(b). Assume, by reductio at absurdum, that AC2(b) does
not hold for 7/, i.e.:

I =0x, . Ay, €40, Ly U (B \traces((1,,7,) ... (I3, Z,))),s €S : 5, Kod =5k i
Therefore, it holds that
Ix" € {lo,...,L, U((AUB)*\traces((lo, ) ... (1., Zn))),s €S,s' €S :
(" LB =2)AGsollsh Lo s || )AL= 0 A=),

This contradicts the hypothesis that p satisfies AC2(b), hence our assumption is false. It holds that 7’/
satisfies AC2(b) as well. ]

Lemma 10. Consider LTS’s T = (S,s0,A,—) and T" = (S',s(, B,—') such that ANB = 0. Assume two
HML formulae ¢ and y over A and B, respectively. Whenever ¢ and y are not immediate effects, the
following holds. If
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T = (Skolics i)+ -y (Sms by D), Sm+1 satisfies ACI-AC2(c) in Deﬁnitionw.r.t. ¢ and

' = (s),,1}, 9;): A .@é),s;Jr]icltisﬁes ACI-AC2(c) in Deﬁnitionw.r.t. Y then

= (501 50:10s20)s- -, (Su || Sy lns Dn),Snv1 || 8,41 satisfies ACI-AC2(c) in Deﬁnitionw.r.t.
¢AY

for all  such that s || s, by s I s, LN Sn+1 || 8141 is an execution sequence in sy LN, l’—”)smH I
4 !

Gy ot andso 1 sy = sk 1 5y s 15y = 15 st 15t =it 15 o e S A=l

andlo...lniB:l;...lﬁl.

Proof. We proceed by constructing the lists Z;’s above.
1. We start with Z;’s set to the empty list [].

2. Then, note that all causal traces y corresponding to 7 are causal for ¢ V -y as well. Hence, we
consider sequences ¥ from the interleaving of such y with ¥’ € B* and make the corresponding
additions to all &;’s, such that J is captured within traces((ly, 20) ... (I, Z,)) as well. Symmet-
rically, repeat the procedure for all causal traces corresponding to 7’.

Intuitively, this step works also as a ’cleaning” step preparing U to satisfy AC2(b) w.r.t. ¢ A y.

Showing that u satisfies AC1 and AC2(a) is immediate, by the assumption that both 7 and 7’ satisfy
AC1, AC2(a) and the fact that ¢ agd v are not immediate effects. Furthermore, AC2(b) and AC2(c) hold
for 1t by the construction of lists &; above.

O

Lemma |5 Consider LTS’s T = (S, s0,A,—) and T’ = (S, s(,B,—') such that ANB = 0. Assume two
HML formulae ¢ and y over A and B, respectively. Whenever ¢ and y are not immediate effects, the
following holds. If

= (S/Olk?-@k)a SRRE) (Sm,lm,.@m),sm+1 S CaMS@S((P,T) and
= (s;,,l;,,@;,),...,(s;,l(’],%;),s’qﬂ € Causes(y,T') then
u= (SO H 56,1(),@0),. ) (Sn H s;wlmgn)vsn-ﬁ-l H S:z-&-] € Causes(¢ ANy, T H T/)

for all u such that s || s, by s | s, LN Sn+1 || 8,4, is an execution sequence in s; LN Sm+1 ||
4 4

s;i>...s;—q>s;+1,andso||s6:sk\|s’p,sn||sﬁl:sm||s;,sn+1 sps1 =Smet || Syypslo- -l d A=l Ly

andlo...lniB:l;,...l(’].

Proof. First, note that one can build u as above, such that u satisfies conditions AC1-AC2(c) in Defini-
tion @ w.rt. ¢ Ay, by Lemma|[I0]

Proving minimality of u follows by reductio ad absurdum. Assume there exists il € sub(L) such that
11 satisfies ACI-AC2(c). Then, by Lemma(9} one can build 7 € sub(7) satisfying AC1-AC2(c) w.r.t. ¢
and 7’ € sub(n’) satisfying AC1-AC2(c) w.r.t. . This contradicts the hypothesis 7 € Causes(¢,T) and
7' € Causes(y,T'), hence our assumption is false.

We conclude that i € Causes(¢ ANy, T || T'). O

Lemma 6, Consider LTS’s T = (S,s0,A,—) and T" = (S', 5, B,—') such that AN B = (. Assume two
HML formulae ¢ and y over A and B, respectively. Whenever ¢ and y are not immediate effects, the
following holds.

If = (50 |1 50,0, 20)s- -, (Su || Siyslns D) Sns1 || 8lpq € Causes(¢ Ay, T || T'), then there exist
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T = (S, Pk), -, (Smslm, D), Sm+1 € Causes(9,T) and
T = (Sl Dp)s s (S lgs D)y 5y € Causes(y,T')

l I ; lq . . I l
where s; = ... = Syt || ), = .5, = s, | includes the execution sequence s || 5§ = ..., || 5, =

St || Sy 10 and s [ 5, = 50 || 505 Sm || 55 = Su || S Sm1 |1 511 = Snst [ Sp1s e bm =1 .1, L A and
0.0 =lg...I, | B.

Proof. First, note that one can build 7 and 7" as above, such that 7 and 7’ satisfy conditions AC1-AC2(c)
in Definition 4] by Lemma[9]

Showing that 7 and 7’ have to satisfy AC3 follows by proof by contradiction. Assume there exists
7T € sub(m) satisfying AC1-AC2(c) w.r.t. ¢ and @’ € sub(n’) satisfying AC1-AC2(c) w.r.t. y. By
Lemmaone can construct it € sub(u) such that i satisfies AC1-AC2(c) w.r.t. ¢ A y. This contradicts
the hypothesis u € Causes(¢ Ay, T || T'), hence our assumption is false. The reasoning is similar for
the cases:

e 7 satisfies AC3 and 7’ does not satisfy AC3;

e 7 does not satisfy AC3 and 7’ satisfies AC3.

We conclude that @ € Causes(¢,T) and ' € Causes(y,T"). O
Theorem Consider T = (S,s0,A,—) and T’ = (S, s(,, B,—') such that ANB = 0. Assume two HML

formulae ¢ and y over A and B, respectively. Whenever ¢ and y are not immediate effects, the following
holds:

TIT L(¢Ay) = (TLo)[[(T'Ly). 4)

Proof. The result is immediate by Lemma [5|and Lemma [6] O
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